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EXECUTIVE SUMMARY 

During the last four years, the Department of Energy (DOE) has made 
the most detailed and extensive computer security self-evaluation of any 
U.S. Government organization. The breadth and depth of the examination 
have revealed some problems. Few of the problems are major; most are pro- 
cedural¶ some administrative, a few technical, and almost none systemic. 
The DOE facilities have received a thorough and systematic examination by 
some of the most computer-security-knowledgeable people in the United 
States. The examinations were conducted in a nonadversarial manner and at 
minimal cost to the government. 

The reviews were conducted as part of the DOE Center for Computer 
Security (CCS) Computer Security Enhancement Review (CSER) program. Almost 
all of the computer security problems found during the reviews involved 
some form of lack of management or user awareness. Problems of this type 
do not readily admit to technical solutions. Improving management and user 
knowledge of the problems and providing access to expert information will 
help correct these problems. 

DOE Order 5637.1 has established policies for most of the computer 
security issues identified in this report. DOE and DOE contractor sites 
need additional information, e.g., guides, that outline policy implementa- 
tion. Development of the guides will provide DOE contractors with suggested 
approaches for efficient implementation of DOE policies. These guides 
should contain suggested methods to implement the policy without becoming 
part of the policy documentation. Maintaining independent guides will 
allow rapid updating to reflect changes in technology and computer security 
policy implementation. 

This report is not an indictment of the DOE Classified Computer Secu- 
rity Program or any DOE site. The proper interpretation of these findings 
is that the DOE Classified Computer Security Program is very strong, The 
largest problems confronting the program are awareness at all levels and 
the dissemination of computer security information and solutions. 

The program has been, and continues to be, a success! 
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LESSONS LEARNED IN THE DOE 
COME'UTER SECURITY ENBANCEHFAT REVIEW PROGRAM 

W. J. Hunteman 

During the last 4 years, DOE has made the most detailed 
arid extensive computer security self-evaluation of any U.S. gov- 
ernment organization. The breadth and depth of the examination 
have revealed some problems. Few of the problems are major; 
most are procedural, some administrative, a few technical, and 
almost none systemics This report documents the lessons learned 
from one part of the evaluation process. 

I ENlXODUCTl.ON 

This report collects and documents some of the lessons learned in the 
DOE Center f o r  Computer Security (CCS) program of Computer Security 
Enhancement Review (CSER). The CSER program, described i n  Section I11 
supports the DOE Classified Computer Security Program. The CSER program 
provides nonadversarial assistance to any DOE site that processes clas- 
sif ied information. A1 though the CSER team will review unclassified com- 
puting systems on request, this report does not reflect any specific infor- 
mation collected about unclassified systems. 

Over the las t  4-1/2 years, the CSER program has included visits to 
every DOE contractor site except Mound in Ohio. The findings listed in 
this document are a distillation of all the CSERs conducted by the CCS. 
These findings are presented to assist in improving the DOE Classified 
Computer Security Program. Section IV contains the generic findings or 
issues identified i n  the CSEiR process. 

I1 * INFORMATION SENSITIWIl'JUI 

The "generic lessons" in this report involve computer security prob- 
lems usually found at more than one site. Typically, any specific auto- 
matic data processing (ADP)  systerii at a site will contain only a small 
number, if anys of these problems. This report contains only  the findings 
cunmiori to multiple sites. A 1 1  other findings are site-specific and are 
being correctecl by the site computer security organization. 



This report does not include technical details of findings that deal 
with specific sites or specific computing systems. Including these details 
would have violated the basic ground rules of the CSER program and good 
Operational Security (OPSEC) practices. 

111. COMPUTER SECURITY ENHANCEMENT REVIEW PROGRAM 

A. Overview of the CSER Program 

puter security self-evaluation. The entire DOE process includes 
The CSER program is an independent part of a comprehensive DOE com- 

- inspection and evaluation (I&E) activities managed by the DOE Office 
of Security Evaluations, 

- annual reviews of every DOE or DOE contractor computer security 
program by a cognizant Computer Security Operations Manager (CSOM), 

- triennial review of each ADP system by the CSOM, and 

- CSERs conducted by the CCS. 
The injLial CSER activities were oriented toward assisting the site 

in prepariiig fnr a formal I&E inspection. Later CSERs shifted to reviewing 
site programs for compliance with the new DOE Order 5637.1 on classified 
computer security. All of the DOE and DOE contractor sites have active 
efforts to implement the new order. This effort is part of overall efforts 
to improve their computer security programs. The CSER program is evolving 
towards reviews of specific ADP systems or problem areas identified by 
site or DOE management. 

B. CSER Process 
The CSER process begins with a request to the CCS from the site for a 

review. The request is always voluntary and the CCS or DOE computer secu- 
rity program management never forces a CSER activity. After the CCS ac- 
cepts the request, the CCS and the site jointly agree on the time, dura- 
tion, and coverage of the review. The previsit discussions may include 
such items as computer systems included in the review, areas of emphasis, 
and CSER team members. The CSER team consists of at least two experts 
from the CCS and a representative from the site computer security organi- 
zat ion. 

The actual CSER begins with a briefing by the site computer security 
organization t o  acquaint the CSER team with the site. The briefing also 
identifies any special issues that must be addressed during the CSER. The 
CSER team then briefs the site management on the CSER process and the ex- 
tent and timing of this particular CSER. A tentative schedule of facility 
and individual visits is developed during the discussions. After the in- 
briefing, the CSER team begins the review. 

During the discussions the team probes the details of the site's clas- 
sified computer security program. The discussions also address the indi- 
vidual's understanding and implementation of the local program. The dis- 
cussions are characterized by the friendly, unconstrained sharing of infor- 
mat ion. 
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The v i s i t s  and discussions continue until the CSER team has developed 
a thorough understanding of the site's computer security program. The 
team's findings are then presented at an outbriefing. The team reviews 
its findings with the site management and computer security organization 
at the outbriefing. Attendance at the outbriefing is always controlled by 
t h e  site. 

CSER findings are n o t  routinely documented or disclosed to any audi- 
ence without the approval of the site computer security organization. All 
notes collected by the CSER team are treated as classified information. 
The notes may be left at the site or destroyed following the procedures 
established for destruction of classified information. 

C. CSER Benefits __ 
The CSER program has resulted in a number of benefits at all levels 

of the DOE Classified Computer Security Program. Computer security off i- 
cers at the various sites have gained an improved understanding of DOE 
orders and regulations arid have learned of good computer security practices 
at other sites. 

The CCS has gained a n  enhanced understanding of the issues, problems, 
and practicality of existing computer security solutions. The CCS under- 
standing is shared with DOE: headquarters through general discussions, re- 
search activities, and participation in working groups on specific issues. 

The CSER program also provides important input to the direction of 
the CCS Technology Development (TD) program. The present CCS TD program 
includes the findings and other needs identified during the C S E R s .  

D. CS>% and Evolution of the Classified Computer Security Program 
The CSER program provides significant contributions to the evolution 

of the DOE Classified Computer Security Program. CSER team members have 
participated i n  t h e  development. of  DOE 5639.1 and are involved in the de- 
velopment of solutions to existing problems. The CSER team members also 
participated in the development of the Computer Security Standards and 
Criteria (S&C) used in the DOE 1 & E  program. 

IW. PINDINGS 

The DOE order on Classified Computer Security (DOE 5637.1) addresses 
many of these CSER findings by establishing policy requirements. This 
order requires all DOE or DOE contractor ADP systems to be accredited under 
the new order within 3 years. 

These CSEK findings illustrate that a major element in the DOE Clas- 
sif ied Computer Security Program is a knowledgeable user. DOE 5637.1 
assumes the user is a responsible participant in maintaining the security 
of classified information. The expectation of a knowledgeable user allows 
DOE t o  concentrate its efforts on addressing the malicious insider or out- 
sider. Policy flexibility and the range of computer systems across DOE 
prevent DOE from specifying a specific approach to computer security, as 
exemplified by the Department of Defense (DoD) computer security policy. 
The policy flexibility a l so  creates complex trade-off decisions for man- 
agement. at each site. 
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The CSER findings are grouped into the following categories: 

- Management procedures 
- Certification and accreditation 
- Personnel security 
- Physical security 
- Telecommunications security 
- Hardware and software security 
- Administrative security 

Table I lists the findings covered in existing or new DOE orders. 

A. Management Procedures 

1. Threat Guidance. Virtually every DOE or DOE contractor site has 
prepared a statement of threat. Many of the statements are so generic or 
superficial that they provide little assistance in securing a computing 
system. The development of meaningful site-specific statements has been 
inhibited by the lack of detailed guidance from DOE headquarters. The 
lack of specific threat information also affects the quality of the DOE 
contractor site threat statements. 

Another issue frequently observed is a lack of understanding or aware- 
ness of the threats against DOE computing facilities. Personnel in some 
facilities seem to believe that their systems are not attractive targets. 
Another belief is that they do not have a serious problem because "everyone 
who can get into the facility is cleared." 

Activities in Progress 

- DOE/Office of Safeguards and Security (OSS), Computer and Technical 
Security Branch (CTSB) has released a generic threat statement. The 
statement is a baseline statement of threat for the development of 
site statements of threat. The lack of specific threat information 
continues to hamper the preparation of local threat statements. 

Recommendations 

- Each site should develop and distribute to all users a generic com- 
puter security statement of threat based on guidance from the CTSB. 

- Continue enhancement of the DOE CTSB generic statement of threat. 
- Conduct a consistency and completeness review for content of all 
site statements of threat. Distribute the results of the review to 
each site and the CTSB to enhance the site and DOE statements of 
threat. 

- Continue awareness training of all users and computer security 
staff, both at the classified and unclassified levels. 
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TABLE I. Findings arid Coverage in  DOE Orders 

Management E' r ocedures  
- Threa t  guidance 
- Risk management 
- Computer. s e c u r i t y  p l ann ing  
-- Inc ident  prograin 
-_ Local i n s p e c t i o n / r e v i e w  program 
-- Contingency p l ann ing  
- Conf igu ra t ion  management 
- Waste, f riaudp and abuse  inoni tor ing  
-_ Coordina t ion  of fac i l  i t y  changes 
-- General  nianagement awareness  
- Computer s e c u r i t y  reviews of ADP procurements  

- S e c u r i t y  p l a n  developrnent and  maintenance 
- System s e c u r i t y  t e s t i n g  gu ides  
- C e r t i f i c a t i o n  and  a c c r e d i  t a t i o n  procedures  

-- Unc l e a re d p e o p 1 e d eve 1 o p i n  g / ma i 11 t a i n i n  g 

C e r t i f i c a t i o n  and Accredj tation 

Personnel  S e c u r i t y  

so f tware  
Phys ica l  S e c u r i t y  

- l l scor t  p rocedures  and t r a i n i n g  
- Access List maintenance 
- Unattended systems 
_- Emergency c o n t r o l s  and equipment 
- Visua l  a c c e s s  cont ro ' l s  
- Media p ro tec t io r l  

Te  Lecornnlunications S e c u r i t y  
- 'l'elephones too  c l o s e  t o  computing equipment 
- Uncont ro l led  modems 
- Red/Black s e p a r a t i o n  

- Mul t i - l eve l  systems 
- A c t i v a t i o n  of system s e c u r i t y  f e a t u r e s  
- S e c u r i t y  eva lua t io r l  t echn iques  
- Technica l  coinputer s e c u r i t y  knowledge 
-- Networks 
- Audit  t r a i l s  and a u d i t  t r a i l  a n a l y s i s  t o o l s  

- Educat ion/awareness  program 
-- User gu ides  
- A u t h e n t i c a t i o n  
- Remote d i a g n o s t i c s  
- ADP system i n v e n t o r y  

Hardware and Sof tware  S e c u r i t y  

Admin i s t r a t ive  S e c u r i t y  

Addressed i n  
DOE Order 5637.1  

Yes 
Yes 
Y e s  
Yes 
Yes 
Yes 
Y e s  
Y e s  
Yes 
Yes 
Yes 

Yes 
Y e s  
Y e s  

Y e s  

Yes 
Yes 
No 
N o  
Y e s  
Yes 

NO 
NO 
NO 

Yes 
N o  
No 
No 
Yes 
Yes 

Yes 
Y e s  
Yes 
Yes 
Yes 
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- Develop a classified, detailed DOE computer security threat state- 
ment to assist the sites in developing/improving the site threat 
statements. 

- Develop an active program, within the CTSB, to monitor threat infor- 
mation developed by other DOE and government agencies. Disseminate 
the appropriate information throughout the DOE computer security 
program. 

- Develop and regularly update a DOE-oriented computer security threat 
briefing. Present the briefing annually to the DOE and DOE con- 
tractor personnel responsible for managing computer security. 

2. Risk Management. The lack of DOE guidelines for risk management 
for site computing resources is a consistent problem across most DOE con- 
tractor facilities. Many facilities have independently defined their own 
risk management programs because of the lack of guidance from DOE. When 
site guidelines do exist, they often consist only of simple statements 
requiring the Computer System Security Officer (CSSO) to perform an unspe- 
cified form of risk assessment. Another approach is a "fill-in-the-blank" 
approach that assumes that every computing resource at the site has nearly 
identical risks. The opposite extreme requires expensive quantitative 
methods without establishing realistic values for the loss or compromise 
of classified information. 

Comprehensive, current threat information is essential to a high qual- 
ity risk management program. The lack of detailed DOE threat guidance 
further inhibits the development of a comprehensive, effective risk assess- 
ment program at each site. 

There are many risk assessment methodologies commercially available. 
Most of these packages require a quantified method of risk assessment. The 
difficulty in establishing a value for classified information negates the 
value of these packages to the DOE community. Another shortcoming of these 
packages is their inability to integrate DOE'S philosophy on computer secu- 
rity, i.e., a balance between personnel, physical, telecommunications, 
hardware, software, and administrative security. 

Activities in Progress 

- DOE 5637.1 requires the development of site risk management pro- 
grams. 

- DOE/OSS and DOE/Office of Automated Data Processing (OADP) are 
jointly funding the development of a standard risk assessment tech- 
nique for DOE. 

Recommendations 

- Continue funding and development of the standard DOE risk assessment 
technique and tool. 
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3. Computer Security Planning. The p r e s s u r e  t o  improve computer 
s e c u r i t y  i n  a n  era of s t a b l e  o r  d e c l i n i n g  budgets  i s  a g g r a v a t i n g  t h e  seri- 
ous problem of l i m i t e d  r e s o u r c e s ,  Computer s e c u r i t y  is o f t e n  pe rce ived  as 
a f f e c t i n g  p r o d u c t i v i t y  and so  r e c e i v e s  low p r i o r i t y  when management d i s -  
t r i b u t e s  r e s o u r c e s .  

The l a c k  of r e s o u r c e s  f o r c e s  many computer s e c u r i t y  o r g a n i z a t i o n s  t o  
c o n c e n t r a t e  on h igh  p r i o r i t y  i s s u e s  and problems. Low priority items re- 
ceive L i t t l e  o r  no a t t e n t i o n .  Th i s  g i v e s  t h e  u s e r s  t h e  i n c o r r e c t  message 
t h a t  computer s e c u r i t y  i s  unimpor tan t .  The i d e n t i f i c a t i o n  of r e source  
requi rements  i n  t h e  s h o r t -  and long-range p l a n s  r e q u i r e d  by DOE 5637.1 
w i l l  h e l p  provjde  t h e  needed v i s i b i l i t y  and management a t t e n t i o n .  

-_ Activit ies-in P rogres s  

-. DOE 5639.1 r e q u i r e s  t h e  development of s h o r t -  and long-range corn- 
p u t e r  s e c u r i t y  p l a n s  a t  a l l  s i t e  and DOE management levels .  

Recommendations 

-. Continue w i t h  CTSH p l a n s  f o r  t h e  development of t h e  s h o r t -  and long- 
range pl  ans s 

____---__ 4. Incident Progrmj .  Before t h e  development of t h e  S&C and DOE 
5637.1, some s i t e s  l acked  a c t i v e  programs t o  i d e n t i f y  computer s e c u r i t y  
i n c i d e n t s .  A l l  s i t e s  have e s t abLi shed  i n c i d e n t  programs as p a r t  of t h e  
implementat ion of DOE 5637.1. Each s i t e  program i s  s u b j e c t  t o  approva l  by 
t h e  cogn izan t  DOE o f f i c i a l ,  Many s i t e  personnel  v i s i t e d  by CSER teams 
have sugges ted  DOE guidance  on t h e  minimum c o n t e n t  of an i n c i d e n t  program. 
DOE 5637.1 p rov ides  some guidance ,  b u t  t h e  s i tes  appea r  t o  be a s k i n g  f o r  
a d d i t i o n a l  i n fo rma t ion .  

A c t i v i t i e s  i n  P r o g r e s c  _____---__ 

-. DOE 5637.1 r e q u i r e s  t h a t  t h e  DOE Opera t ions  O f f i c e s  and i n d i -  
v i d u a l  s i t e s  develop  s i t e - s p e c i f i c  i n c i d e n t  programs. 

- DOE 5637.1 r e q u i r e s  each Opera t ions  O f f i c e  t o  deve lop  gu ides  f o r  
i n c i d e n t  progranis a t  t h e  c o n t r a c t o r  s i tes r e p o r t i n g  t o  t h e  
Opera t ions  O f f i c e .  

Recomnendat i o n s  
-.--I___------ 

- Develop DOE-wide gu ides  f o r  i n c i d e n t  programs i n c l u d i n g  mini- 
niudmanclatory content .  i d e n t i f i e d  i n  DOE 5637.1 * 

3. Local ~ %nsEction/Review Program. The CSEK a c t i v i t i e s  have re- 
vea led  t h e r e  were few comprehensive reviews of l o c a l  ADP sys tems conducted 
by t h e  l o c a l  computer s e c u r i t y  o r g a n i z a t i o n s .  The f requency  o€ reviews 
has  improved d r a m a t i c a l l y  as t h e  1 6 E  p rocess  matured a long  w i t h  t h e  deve l -  
opment of DOE 5637.1. The l a c k  of g u i d e l i n e s  f o r  review c o n t e n t  and t h e  
l i i i i i ted r e s o u r c e s  a v a i l a b l e  f o r  reviews con t inue  t o  a f f e c t  t h e  review 
program. 
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DOE 5637.1 requires several different annual reviews and a review of 
an ADP system every 3 years. The order does not provide any guidance 
regarding review content o r  the conduct of the review. 

Activities in Progress 

- DOE 5637.1 requires sites to develop programs for the annual review 
of the site classified computer security program. The cognizant 
DOE Operations Office must approve the site review program. 

- DOE 5637.1 requires 

- annual reviews by the Computer Security Site Manager (CSSM) of 

- regular reviews of each contractor site by the cognizant Opera- 

- regular reviews of each Operations Office by DOE headquarters. 
- regular reviews (every 3 years) of each ADP system processing 

the computer security program managed by each CSSO. 

t ions Off ice. 

classified information. 

- The CCS is developing guides for a site review program. 
Recommendations 

- Adopt guides being developed by CCS as a suggested approach for 
each site. Annually review and update CCS guides, with assistance 
from the CTSB and field. 

6. Contingency Planning. The lack of contingency and recovery 
planning makes ADP systems vulnerable to denial of use and possible com- 
promise of information. The failure to adequately plan for restoration of 
services can also disrupt performance of the site mission. 

Most DOE and DOE contractor ADP systems are perceived as not being 
critical to the mission of the organization. The result is that many of 
these systems do not have any adequate contingency or recovery plans. The 
lack of DOE-wide guidelines for (a) determining when an ADP system is 
critical, (b) developing and testing appropriate contingency and recovery 
plans, and (c) backing up software, data, and documentation further con- 
fuses the issue. 

Activities in Progress 

- DOE 5637.1 requires the development of contingency plans for every 
computing resource processing classified information. 

- DOE 5637.1 requires the identification, back-up, and proper stor- 
age of all critical software and documentation. 

- DOE 5637.1 requires the testing of contingency and recovery pro- 
cedures for every critical ADP system. 

- The CCS is developing contingency plan guides and templates for 
the range of computing resources used in DOE. 
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.- The CC!S t r a i n i n g  program enhances unde r s t and ing  of cont ingency  
p l a n s  and t h e i r  r e l a t i o n s h i p  t o  t h e  computer s e c u r i t y  program. 

I~ Recomrwnda t i o n s  

.- Adopt the CCS gu ides  and t empla t e s  as t h e  sugges t ed  approach f o r  
each  s i t e .  Annually review and update  t h e  gu ides  and t empla t e s .  

- User awareness t r a i n i n g  should  i n c l u d e  d i s c u s s i o n  of t h i s  problem. 

- A l t e r n a t i v e  approach 

- Cont rac t  f o r  t h e  m o d i f i c a t i o n  of an e x i s t i n g  commercial package 
t o  meet DOE needs and a DOE-wide b a s i c  o r d e r i n g  agreement and 
l i c e n s e  e 

- Eva lua te  coinmercially s u c c e s s f u l  back-up and s t o r a g e  p l ans  f o r  
t h e i r  a p p l i c a b i l i t y  t o  t h e  DOE environment.  

_- 7, ConifiAuration Management - e The l a c k  of comprehensive conf igu ra -  
t i o n  management procedures  a l l o w s  undocumented changes t o  t h e  computing 
f a c i l i t y  t h a t  [nay a f f e c t  t h e  s e c u r i t y  of the f a c i l i t y .  T r a d i t i o n a l  proce- 
d u r e s  have d e a l t  e x c l u s i v e l y  w i t h  s o f t w a r e .  Today's d i s t r i b u t e d  computing 
environment a l so  r e q u i r e s  nranagement of hardware and f a c i l i t y  changes t o  
provide  a s e c u r e  environment f o r  p r o c e s s i n g  of c l a s s i f i e d  in fo rma t ion .  

Another a s p e c t  of t h e  problem i s  t h e  unknown o r  unau thor i zed  i n t r o -  
d u c t i o n  of changes t o  systems o r  connec t ions  t o  a n o t h e r  computing system. 
Changes such as these can bypass o r  nega te  t h e  s e c u r i t y  of t h e  e n t i r e  corn- 
p u t i n g  system. DOE 5637.1 r e q u i r e s  a s e c u r i t y  review of a l l  a p p l i c a t i o n s  
s o f t w a r e  t h a t  has a s e c u r i t y  f u n c t i o n .  The lack of g u i d e l i n e s  on t h e  con- 
t e n t  of t h e  review and i n s u f f i c i e n t  pe r sonne l  r e s o u r c e s  makes a r e a l i s t i c  
review d i f f i c u l t ,  

The l a c k  of DOE gu ides  f o r  t h e  scope of c o n f i g u r a t i o n  management pro- 
cedures  i s  a d e t e r r e n t  t o  development of s i t e -wide  procedures .  A r e l a t e d  
problem is  t h e  l a c k  of management of hardware and p h y s i c a l  p l a n t  changes 
under t h e  same o r  p a r a l l e l  p rocedures .  

A c t i v i t i e s  i n  P r o g r e s s  

-. DOE 5637.1 r e q u i r e s  c o n f i g u r a t i o n  management procedures  f o r  eve ry  
computing r e s o u r c e  t h a t  p r o c e s s e s  c l a s s i f i e d  in fo rma t ion .  

- CCS i s  developing  g u i d e s  f o r  c o n f i g u r a t i o n  management. 

- CCS t r a i n i n g  c o u r s e s  a r e  enhancing unde r s t and ing  of t h e  need f o r  
and use  of c o n f i g u r a t i o n  management. 

Recommend a t  ions __-__ 

- Adopt t h e  gu ides  be ing  developed by  t h e  CCS as t h e  sugges t ed  ap-  
proach f o r  each  s i te .  Annually review arid update  t h e  gu ides .  
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8. Waste, Fraud, and Abuse Monitoring. Recent U.S. government pol- 
icies have established a requirement to monitor all government and govern- 
ment contractor ADP systems for waste, fraud, or abuse. Many DOE sites 
have traditionally allowed computer activities that are now identified as 
waste, fraud, or abuse, e.g., use of games and other programs to learn new 
computer skills. The education required to establish new operating habits 
or awareness is substantial. Another factor is the perception that com- 
puter resources are not equivalent to government resources, e.g., copiers, 
typewriters, vehicles. Many people seem to believe that if the computer 
is not being used for government business then personal use is not misuse. 

The lack of DOE guidance on the content of a site waste, fraud, and 
abuse program inhibits compliance with DOE 5637.1. Most sites have estab- 
lished programs for periodic review of computer usage, but many of these 
programs do not clearly define waste, fraud, or abuse. A complicating 
issue is the widespread distribution of computing resources through per- 
sonal computers and intelligent workstations. The lack of guidelines re- 
garding what is appropriate monitoring activity for a single user ADP 
system is a serious problem. 

Activities in Progress 

- DOE 5637.1 requires awareness training. 

- DOE 5637.1 requires the development of (site) programs for monitor- 
ing waste, fraud, and abuse. 

- CCS is developing guides and procedures for a waste, fraud, and 
abuse monitoring program. 

- CCS training courses are enhancing understanding of the need for 
and the use of monitoring waste, fraud, and abuse. 

Recommendations 

- Train the users in their responsibilities. 
- Adopt CCS guides as the suggested approach for each site. Annually 
review and update the guides and procedures. 

9. Coordination of Facility Changes. The CSER teams have frequently 
encountered insufficient coordination between the computer security organi- 
zation and other site organizations responsible for development and main- 
tenance of the physical facility. Most of the sites have established pro- 
cedures to notify computer security when electrical power is affected. 
Other areas, e.g,, plumbing, heating, ventilation, and painting, are fre- 
quently not coordinated with computer security. This problem is particu- 
larly acute in facilities housing distributed computer systems. The 
smaller facilities seem to be ignored when facility maintenance decisions 
are made. Computer security organizations responsible for the large cen- 
tral computer complexes generally are notified whenever any physical activ- 
ity occurs in the facility. 
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The CSER teams have observed a gradual improvement of coordination at 
marly oE the sites, but additional work is needed to ensure that security 
of the facility i.s maintained. 

Activities _____I___ in Progress 

- DOE 5637.1 requires the coordination of computer security with other 
site funct.iona1 areas that may impact the program. 

- Develop DOE-wide guides containing suggested areas that should be 
coordinated with the site computer security program. 

- Include the need for coordination in all computer security education 
and briefing materials. 

10. General Management.. Awareness. Management awareness and support 
for computer security throughout the DOE has risen significantly since the 
start of the I & E  process and the development of DOE 5637.1. The general 
lack of responsiveness to computer security issues by all levels of man- 
agement is demonstrated at some sites by 

- t o w  priority of resource requirements for the computer security 
organization. 

- Low emphasis placed on site-wide procedures and guidelines, e.g., 
risk management, and contingency planning. 

- Management, perspective that an engineer or scientist is more impor- 
tant to the site's mission than a computer security person. 

Activities in Progress 

- DOE 5637.1. requires the development of many site-wide policies. 

- DOE 5637.1 requires the development of short- and long-range plans  
for computer security. 

- CCS has developed a 'briefing designed to improve management aware- 
ness of computer security issues. 

Recomnenda t ___ ions 

- Expand and update the CCS management briefing material. Make the 
material available f o r  each site to conduct its own briefings. 

- Collect and disseminate computer security awareness material for 
use by the local computer security organization to improve manage- 
ment awareness. 

- Include criteria f o r  each of the required reviews to check on man- 
agement participation in computer security issues and procedures. 
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11. Computer Security Reviews of ADP Procurements. The CSERs have 
found that a few computer security organizations have not been involved in 
the review of computing procurements. The larger sites have active pro- 
grams to review all computing resource procurement requests. Limited re- 
Sources at some smaller sites affect the effectiveness of the procedures. 

Another area that needs improvement is procurement personnel awareness 
of when a computer security review is needed. The computer security organ- 
ization routinely reviews major items, such as complete computer systems 
or software. Smaller items, such as software or hardware updates, hardware 
additions to existing resources, and equipment containing control compu- 
ters, are occasionally overlooked during the procurement process. 

There is little training provided to procurement personnel on the type 
of item to be reviewed. Procurement staff members are often trained only 
through frequent interaction with the computer security staff. When new 
people are added to the procurement process there is little recognition of 
the need for computer security training. 

Activities in Progress 

- DOE 5637.1 requires review and approval by the computer security 
organization of all purchase requests affecting computer security. 

Recommendations 

- Develop education/awareness material for use by the local computer 
security organization to improve awareness in procurement personnel. 

B. Certification and Accreditation 

1. ADP Security Plan Development and Maintenance. The CSER teams 
have consistently found ADP security plans that were out of date. Occa- 
sionally the teams found security plans that had not been accredited before 
the processing of classified information. A chronic problem is the lack 
of clear guidance for when a security plan must be written or updated. 

Another significant problem is the lack of resources to develop and 
maintain the comprehensive ADP security plans required in DOE 5637.1. A 
good ADP security plan requires considerable resources to produce. Keeping 
the plan current and consistent with changes in the ADP system also re- 
quires considerable resources. 

The CSER teams have noticed a lack of consistency in structure and 
content of ADP security plans between contractors and Operations Offices. 
Although the plans are approved and accredited, they often reflect local 
biases. The lack of DOE-wide guidelines results in confusion about what 
details the plan must include. The CSER teams have encountered the state- 
ment, "Why do I have to write that information in my plan when my friend 
at site X did not have to do that and his/her plan was approved?" 

Activities in Progress 

- DOE 5637.1 requires the development and maintenance of a security 
plan for every computing resource processing classified information. 

- DOE 5637.1 contains a basic outline for ADP security plans. 
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- The CCS has developed security plan guides for development and main- 
tenance of security plans. 

I_ Re commenda t ions 

- Adopt the guides developed by the CCS as the suggested approach for 
each site. Annually review and update the guides. 

_ _  2, System Security T e ~ t i r i g  G u i d E .  A chronic problem across DOE 
and its contractors is the lack of adequate security testing for ADP sys- 
tems that process classified information. In many sites, the quantity and 
quality of security testing is left to the discretion of the individual 
CSSO. The CSSOs typically do not have any training on testing. The ab- 
sence of DOE-wide security testing guidelines forces the CSSO to depend on 
local resources. Some sites, typically the larger ones with more personnel 
resources, have begun t o  develop local guides. The many different types 
of computing systems and rapid changes in technology at each DOE site have 
complicated an already difficult task. 

Another complicating factor is the lack of a clear understanding of 
what is a secure ADP system i n  DOE. DOE 5637.1 establishes security objec- 
tives and a l lows  the local site to balance physical, personnel, administra- 
tive, communications, hardware, and software security to achieve a "secure" 
system. This Elexibility a l lows  each site to make cost-effective trade- 
o f f s  in securing the system. The flexibility also complicates the security 
testing, Certification, and accreditation of a system. 

Activities in  Progress 

- DOE 5637.1 requires testing of ADP systems and security software 
before accreditation, whenever security-related changes are made, 
o r  every 3 years. 

- The Testing and Certification Working Group is chartered t o  develop 
test/certificati.on guides. 

- Adopt the guides developed by the ce r t i f i ca t ion /acc red i t a t io rn  work- 
ing group. Annually review and update the guides. 

- Develop security testing training for all members of the DOE accred- 
itation process, e.g., CSOMs, CSSMs, and CSSOs. 

- Develop arid disseminate a DOE definition of what i s  a secure ADP 
system. 

3. Certification and Accreditation Procedures. The lack of DOE-wide 
guidey&es for certification of ADP systems aggravates the security testing 
issues discussed in the previous sec t ion .  Certification i s ;  largely a secu- 
rity testing matter, but other administrative issues are also included in 
the certification process, 
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DOE 5637.1 requires accreditation of an ADP system by a DOE official. 
The CSER teams have found a few systems that were operating without formal 
accreditation. Most of these systems were granted interim accreditation 
by the cognizant DOE official. The DOE official typically did not have 
the time, people, or technical knowledge to conduct the appropriate review 
of the certification material when it was submitted. 

Another aspect of the accreditation problem is the lack of consistency 
among DOE officials during the accreditation process. This minor problem 
illustrates the following common issues observed by the CSER teams. 

- The lack of definition of what is a secure system forces the accred- 
itor to follow his/her own perspective or negotiate agreement with 
the site on the required security elements. 

- The lack of resources, e.g., time, people, and operating procedures, 
prevents the DOE official from conducting appropriate reviews of 
the certification documentation. 

- The rapid changes in technology and the proliferation of the types 
of computer systems can overwhelm the accrediting official's re- 
sources. The DOE accrediting officials may simply be unacquainted 
with the technical issues involved in a particular ADP system. 
There are no commercial or academic training opportunities that can 
provide the needed technical information. 

- Accreditation requires a DOE official to accept a level of risk in 
the system presented for accreditation. The lack of adequate threat 
information and the lack of guidance on the acceptable levels of 
risk requires the official to rely on his/her own judgement. 

Activities in Progress 

- The Testing and Certification Working Group is chartered to develop 
test/certification guides. 

Recommendations 

- Adopt the guides developed by the Testing and Certification Working 
Group. Annually review and update the guides. 

- Develop training material oriented towards the accreditor's require- 
ments, including briefings on changes and trends in technology. 
Provide the material in annual briefings and regular bulletins to 
all accrediting organizations. 

- Develop DOE-wide guidelines defining acceptable levels of risk in 
the various t y p e s  of ADP systems used in DOE. 
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1. Uncleared -___ People _I_ D e v e l o p i n A / ~ j n t a i n i n g  Software. Modern s o f t -  
ware 2;iirieeririg t echn iques  c o n t a i n  t h e  i m p l i c i t  assumption t h a t  everybody 
is t r y i n g  t o  write " c o r r e c t "  s o f t w a r e .  The t echn iques  assume t h a t  pro- 
grammers are n o t  m a l i c i o u s ,  j u s t  unaware of t h e  c o r r e c t  approach.  None of 
t h e  t echn iques  a l l o w  fo r  t h e  s i t u a t i o n  where two classes of programmers 
exis t :  un t rus twor thy ,  i .e.  , u n c l e a r e d ,  and those  t h a t  are, by d e f i n i t i o n ,  
t r u s t w o r t h y ,  i a e s 3  c l e a r e d  people ,  i n  teams of two o r  more. I n  p a r t i c u -  
lar3  no t echn ique  can wi ths t and  two mal ic ious  progratnniers i n  c o l l u s i o n .  
The range  of t e c h n i c a l  c a p a b i l i t i e s  i n  each  ca t egory  of p r o g r a m e r  ( c a l l  
them c l e a r e d  axid u n c l e a r e d )  f u r t h e r  compl i ca t e s  t h e  problem. C o l l u s i o n  i s  
u n l i k e l y  w i t h  c l e a r e d  peop le ,  bu t  it i s  much more l i k e l y ,  in a h o s t i l e  
i n t e l l i g e n c e  sense, among unc lea red  people .  The h o s t i l e  i n t e l l i g e n c e  ser- 
vices could  p l a c e  two a g e n t s  i n  an u n c l a s s i f i e d  shop j u s t  about  as e a s i l y  
a5 t h e y  could  p l ace  one. P l a c i n g  two c l e a r e d  people  i n  a s o f t w a r e  shop  
where they  can c o l l a b o r a t e  i s  much h a r d e r .  

The i n c r e a s i n g  r e l i a n c e  on computing components, such  as s o f t w a r e ,  
developed by unc lea red  o r  unknown i n d i v i d u a l s  i s  a s e r i o u s  problem. Most 
CSSOs do n o t  have t h e  t i m e  o r  t e c h n i c a l  knowledge t o  conduct a n  in-depth 
review of each  p roduc t .  Source programs f o r  much of t h e  so f tware  be ing  
used on pe r sona l  computers and w o r k s t a t i o n s  are n o t  a v a i l a b l e  t o  t h e  s i t e s .  
S e c u r i t y  reviews of p roduc t s  must be  based on a r e a l i s t i c  view of t h e  
p o t e n t i a l  f o r  impact on t h e  s e c u r i t y  of t h e  in fo rma t ion  be ing  processed .  

A c t i v i t i e s  __- in Progress  

- DOE 5637.1 r e q u i r e s  a s e c u r i t y  review, t e s t i n g ,  and e v a l u a t i o n  oE 
a l l  s o f t w a r e  used i n  a computing r e s o u r c e  p rocess ing  c l a s s i f i e d  
i n f o  rma t ion. 

- CCS i s  developing  gu ides  f o r  t h e  review of so f tware  developed by 
u n c l e a r e d  pe r sonne l  e 

Recommendations _I_ 

- Adopt CCS gu ides  as t h e  sugges ted  approach f o r  each s i t e .  Annually 
review and update  t h e  gu ides .  

I Develop methods f o r  q u i c k l y  and e a s i l y  de te rmining  i f  a so f tware  
package has been changed. 

- Inc lude  in fo rma t ion  from t h e  T e s t i n g  and C e r t i f i c a t i o n  Working Group 
i n t o  s o f t w a r e  review gu ides .  

I. Escort -____I Procedurcs ______I____ and Tra in ing .  The i n c r e a s i n g  use  of computing 
sys tems and v e n d o r ' s  e f f o r t s  t o  reduce t h e i r  c o s t s  have r e q u i r e d  t h e  use  
of u n c l c a r e d  maintenance 
when t h e  computing system 
o n - s i t e  work, long times 

pe r sonne l .  These people  come t o  t h e  s i t e  on ly  
has  f a i l e d  and needs maintenance. The i n f r e q u e n t  
t o  o b t a i n  a c l e a r a n c e ,  and t h e  v e n d o r ' s  need t o  
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rotate maintenance personnel have created the need for computer-security- 
trained escorts. These escorts must ensure that the escorted personnel 
follow the proper security practices, Computer-security-trained escorts 
are also needed for other types of activities in a computing facility, 
e.g., physical construction or maintenance. 

The CSER teams have been told of practices that allowed a guard to 
escort the personnel into the room and then retire to a comfortable chair 
and read a book. Although this practice is extremely rare, it illustrates 
the level of training and awareness needed for proper escort of uncleared 
people. 

A legitimate concern is that the escort not be required to know as 
much as the person being escorted. The escort should be familiar with the 
ADP system(s) and the security procedures followed for the facility. The 
escort should provide guidance on what security procedures must be fol- 
lowed, e.g., a circuit board containing memory chips must be reviewed by 
the computer security organization before it leaves the site. 

Many sites are attempting to implement this DOE 5637.1 requirement but 
lack the resources to develop computer-security-oriented escort training 
material. 

Activities in Progress 

- DOE 5637.1 requires escort training and CSSO approval of escorts. 
Recommendat ions 

- Develop training guides for escorts. 
- Develop escort training materials for use by individual sites. 
2. Access List Maintenance. Maintenance of lists authorizing access 

to computing resource facilities is a difficult problem with a wide range 
of issues. Some small facilities, typically those used by a small number 
of personnel who know each other, tend to simply post a list of authorized 
personnel with informal procedures for updating the list. The larger 
facilities often have well conceived procedures for updating the access 
lists. 

Many facilities lack the timely information flow from the personnel 
or administrative organization t o  keep a CSSO informed of personnel 
changes. 

Other observed problems include no technique for preventing an un- 
authorized addition to the list. The lists may be updated with a date and 
signature but are frequently left "open" at the bottom, which permits the 
easy addition of names. 

Activities in Progress 

- DOE 5637.1 requires CSSO to develop notification of change proce- 
dures. 
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Reeonunenda t i o n s  __ 

- Develop DOE guide  d e s c r i b i n g  sugges ted  approaches t o  deve lop ing ,  
rev iewing ,  arid ma in ta in ing  a c c e s s  c o n t r o l  l i s t s .  The guide  should  
j n c l u d e  t echn iques  t.o prevent  unauthor ized  changes o r  a d d i t i o n s .  
The guide  should  a l s o  i n c l u d e  s u g g e s t i o n s  f o r  t ime ly  in fo rma t ion  
f low between t h e  u s i n g  and pe r sonne l  o r g a n i z a t i o n s  s o  t h e  l i s t  w i l l  
a c c u r a t e l y  r e f l e c t  pe r sonne l  changes.  

3. Unattended Systems. Many computing r e s o u r c e s  are o c c a s i o n a l l y  
operate;  i n  a n  una t tended  mode f o r  t h e  convenience of t h e  u s e r  community. 
The unat tended systems arc f r e q u e n t l y  secu red  by t h e  a p p r o p r i a t e  p h y s i c a l  
p r o t e c t i o n s ,  e . g . ,  l o c k s .  The lock  combinat ions o r  o t h e r  a c c e s s  c o n t r o l s  
are o f t e n  known t o  a v a r i e t y  of pe r sonne l ,  e . g . ,  j a n i t o r s .  These people  
can  oft.en enter t h e  f a c i l i t y  w i thou t  a n o t h e r  person  p r e s e n t  and the reby  
gain u n r e s t r i c t e d  a c c e s s  t o  t h e  r e source .  

C l a s s i f i e d  systems are  supposed t o  be p r o t e c t e d  as i f  t hey  were p l a i n -  
t ex t  s h e e t s  of paper .  That i s ,  access t o  t h e  system should  be  as hard  as 
a c c e s s  t o  t h e  i n s i d e  of a s a f e .  A f t e r  hour s ,  t h i s  i s  u s u a l l y  handled by a 
Se rgean t  arid Greenleaf  Type 1 combinat ion lock  wi th  a n  approved alarm sys -  
tem i n  t h e  f a c i l i t y .  During working hour s ,  i t  is u s u a l l y  handled by a 
c ipher - lock  o r  equiva l  c n t  provided  t h e  door i s  under  f f c o n s t a n t  observa-  
t i o n "  or t h e  f a c i l i t y  i s  " c o n s t a n t l y  a t t e n d e d  by c l e a r e d  people." 

~ DOE: 5637.1 r e q u i r e s  t h e  ADP system be p laced  i n t o  a v a u l t  o r  v a u l t -  
t ype  rootii. 

R e c o i m n e n d a  t ions 

- Develop gu ides  f o r  maintenance of access l is ts  and f o r  a c c e s s  con- 
t r o l  i n  computer f a c i l i t i e s .  

- Do n o t  o p e r a t e  c l a s s i f i e d  systems i n  an unat tended  mode u n l e s s  t h e  
systems and t h e i r  p e r i p h e r a l s  are l o c a t e d  i n  a p r o p e r l y  p r o t e c t e d  
s e c u r i t y  area. The a c c e s s  c o n t r o l s  should  be  s u f f i c i e n t  t o  p reven t  
any s i n g l e  i n d i v i d u a l  from e n t e r i n g  t h e  f a c i l i t y  wi thout  p r i o r  
approva l  o r  n o t i f i c a t i o n .  

I_-___ 11. Etuergt?ncy Controls and Equijment . Emergency o r  backup equipment 
f o r  c o n t i n u i t y  of o p e r a t i o n s  is  o f t e n  p laced  i n  areas t h a t  a l l o w  a p o s s i b l e  
i n t e r r u p t i o n  wi thou t  p e n e t r a t i n g  the computing f a c i l i t y .  The d e n i a l  of 
service i s s u e  r e q u i r e s  t h e  review of t h e  backup and emergency f a c i l i t i e s  
f o r  adequa te  pro t .ec t ion .  

Transformers  and bacltup g e n e r a t o r s  have been observed i n  comple te ly  
unpro tec t ed  environments  where c a s u a l ,  unauthor ized  access ( o r  d e s t r u c t i o n )  
would riot be d e t e c t e d  u n t j l  t h e  s e r v i c e  w a s  r e q u i r e d .  

Act iv i t ies  i n  P rogres s  _____ _ _ ~  

- No knowii a c t i v i t i e s  i n  p rogres s  t o  addres s  t h i s  i s s u e .  
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Recommendations 

- Produce DOE guides containing suggested techniques for the protec- 
tion of the emergency and backup equipment. Develop the guides in 
cooperation with the physical protection organization in DOE. 

5. Visual Access Controls. A widespread problem observed by the 
CSER teams is the visual access to display devices from outside the secure 
area or by a person walking through the office or equipment area. The lack 
of user awareness is the apparent cause of this problem. All of the sites 
have policies describing the requirement to properly place the devices. 
The occasional movement of display devices within an office area can create 
the opportunity for casual visual access. 

This is not a difficult problem to solve if people are aware of the 
requirement and pay attention to it. 

Activities in Progress 

- DOE 5637.1 requires that casual visual access of display devices be 
eliminated. 

Recommendations 

- Develop DOE-wide guides for reviewing the placement of output de- 
vices to be sure visual access is properly restricted. 

- Develop user awareness training based on the guides and require- 
ments in DOE 5637.1. 

6. Media Protection. Media protection issues include two broad 
areas, marking and handling. Media marking is required to provide proper 
protection for the information stored on the media. Many sites have 
adopted procedures for the marking of magnetic media containing classified 
information. A common position is to not mark any media that contains 
unclassified information. This approach is normally consistently followed 
for media produced by site personnel. Media introduced by vendors, con- 
taining software, diagnostics, etc. are often not marked even though they 
were used on a system processing classified information. All marking 
should be positive, e.g., mark everything, including unclassified, to avoid 
misunderstanding and confusion. Other types of media are not normally 
marked. These items, circuit boards, memory boards (memory, microcode, 
etc.), diagnostic media brought in by maintenance personnel, spare parts, 
etc., should be marked to ensure that all classified information is prop- 
erly protected. 

The proper handling of media is also an area where procedures need to 
be improved. Most sites have reasonable procedures for the handling, san- 
itizing, and destruction of magnetic media. Other forms of media, circuit 
boards, etc., are often not covered in the procedures. There has been 
some confusion regarding the proper handling of circuit and memory boards 
that may have contained classified information. Some sites insist on a 
careful review and retention for several days to help ensure that the 
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i n f o r m a t i o n  has  been des t royed .  Other s i t e s  fee l  t h a t  once t h e  power has  
been removed t h e  inforii iation has  been des t royed .  DOE does n o t  have any 
guidance  cove r ing  non-magnet i c  media- 

Another widespread media hand l ing  problem i s  t h e  r e t u r n  of media t o  
r e c e i v e  s o f t w a r e  enhancements, u p d a t e s ,  e tc .  Many vendors p rov ide  d i s -  
c o u n t s  t o  DOE s i t e s  f o r  upgrades t o  t h e  l a tes t  s o f t w a r e  releases. These 
d i scounbs  are o f t e n  based  an t h e  r e t u r n  of t h e  media c o n t a i n i n g  t h e  pre-  
v i o u s  r e l e a s e .  The CSER teams have observed many s i tes  a t t e m p t i n g  t o  
reduce  t h e i r  s o f t w a r e  c o s t s  by u s i n g  t h e  d i s c o u n t s  w i thou t  concern  f o r  t h e  
p o s s i b l e  l o s s  oE in fo rma t ion .  Many of t h e  p o l i c i e s  appear  t o  be based on 
t h e  incomple te  unde r s t and ing  of how s o f t w a r e  could  be used t o  write clas- 
s i f i e d  informat ion  on t h e  v e n d o r ' s  media wi thou t  t h e  knowledge of t h e  u s e r .  

A conunon hand l ing  problem r e l a t e d  t o  t he  upgrade problem i s  t h e  per- 
c e p t i o n  t h a t  media used t o  i n s t a l l  new so f tware  on a system c o n t a i n i n g  
c l a s s i f  ied informat  ion do n o t  need p r o t e c t i o n  o r  marking. The p e r c e p t i o n  
seems t o  be t h a t  t h e  med-ia are n o t  w r i t t e n  by t h e  users and t h e r e f o r e  i t  
does noL c o n t a i n  any c l a s s i f i e d  i n f o r m a t i o n  ( s e e  above comments). 

A c t i v i t i e s  - i n  P r o g r e s s  -_ 

- The CCS is  developing, gu ides  f o r  marking media c o n s i s t e n t  w i th  t h e  
1J.S. government s t a n d a r d s .  

- Standa rds  f o r  marking ADP media have been developed by the  U.S. 
government e 

- I)OE 5637 1 and CSC- STD-005-85, "Department of Defense Magnetic 
Kcmanence Secur i  t y  Guide l ines"  provide  s t a n d a r d s  f o r  s a n i t i z a t i o n  
and d e c l n s s i f  i ca t ior i  of magnetic media. 

Recomrnendat i o n s  
-_--_I_____ 

- Develop DOE-wide g u i d e l i n e s  cove r ing  t h e  r e t u r n  of media froni clas- 
s i f i e d  sys tems.  Annually rev iew and update t h e  gu ides .  

- Adopt t h e  CCS and U.S. government gu ides  as sugges ted  approaches 
f o r  each  s i t e .  Annually review and update  t h e  gu ides .  

E. T e l  ecoouuunications Security _____ 

-___ 1. Telephones -___ Too ______ Close t o  Computing Equipme&. Most DOE and DOE 
c o n t r a c t o r  s i tes  are implementing t h e  p o l i c y  r e q u i r i n g  a minimum s e p a r a t i o n  
between a t e l ephone  in s t rumen t  arid computing r e s o u r c e s  Cons iderable  con- 
fu s ion  exists r e g a r d i n g  t h e  r e q u i r e d  s e p a r a t i o n  and how t a  measure i t .  For 
example, i s  t h e  s e p a r a t i o n  t o  be measured from t h e  computer system t o  t h e  
t e l ephone  i n s t r u m e n t ,  t o  t he  t e l ephone  l i n c ,  o r  bo th?  Some confus ion  i s  
a l s o  o c c u r r i n g  becausc  some s i tes  have ob ta ined  a waiver f o r  a smaller 
s e p a r a t i o n  and t h e  c r i t e r i a  f o r  g r a n t i n g  the  e x c e p t i o n  are n o t  a v a i l a b l e  
t o  o t h e r  s i tes .  

The CSER teams have encountered  some i n c o n s i s t e n c y  i n  t h e  Implementa- 
t i o n  of some TEMPEST rules a c r o s s  t h e  DOE, i . e . ,  some s i tes  r e q u i r e  TEMPEST 
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equipment for all systems processing classified information, some use 
TEMPEST equipment only for system processing intelligence information, and 
some do not use TEMPEST equipment. 

Activities in Progress 

- There are no known activities in progress to address this issue at 
the DOE-wide level. 

- National reviews of the TEMPEST problem may eliminate or alleviate 
this problem. 

Recommendations 

- Initiate a complete review of the separation issue. Release DOE 
guides covering the minimum separation, if any, and the proper 
technique for measuring the distance (to the instrument or the 
line). 

- Incorporate the results of national policy on emanations into DOE 
orders. 

2. Uncontrolled Modems. The introduction of modems into a comput- 
ing system is a continuing problem aggravated by increased functionality 
and reduced cost of modems. Modems are sometimes added to resources as a 
temporary measure to improve an individual's productivity. Another form 
of modem introduction is the purchase of computing resource equipment that 
contains modem capabilities as a secondary function. 

Some computing systems contain modems for use by remote maintenance 
services and occasionally these modems remain connected after the remote 
service has been completed. 

The previous comments on review of ADP procurements and configuration 
management also apply to the modem problem. Implementation of the recom- 
mendations for the procurement and configuration management issues will 
assist in managing the modem situation. 

Activities in Progress 

- CCS is developing guides on remote diagnostic use. 
Recommendations 

- Improve user training to include awareness of the modem concerns 
and issues. 

- Improve awareness in the procurement organizations concerning modem 
procurements for computing resources processing classified informa- 
t ion. 

- Computer security organization reviews of all procurements for any 
computing resource. 
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- E s t a b l i s h  DOE gu ides  on automated review of te lephone  l i n e s  i n  t h e  
f a c i l i t y  t o  i d e n t i f y  any uriknown modems. 

- E s t a b l i s h  c lear  i n f r a c t i o n l v i o l a t i o n  p o l i c i e s  r ega rd ing  t h e  un- 
a u t h o r i z e d  connec t ion  o€  niodems, o r  use  of any o t h e r  unau thor i zed  
hardware/sof  tware, t o  computing r e s o u r c e s  p rocess ing  c l a s s i f i e d  
in fo rma t ion .  

- S e v e r a l  s i t e s  have implemented coinmercial o r  l o c a l l y  developed s o f t -  
ware t o  Sean a l l  f a c i l i t y  te lephone  l i n e s  o u t s i d e  of normal working 
hour s .  This  s o f t w a r e  t y p i c a l l y  p r i n t s  a r e p o r t  of eve ry  t e l ephone  
riiunber found w i t h  a car r ie r  tone  i n d i c a t i n g  t h e  presence  of a modem. 
The computer s e c u r i t y  o r g a n i z a t i o n  manual ly  checks t h e  l o c a t i o n  of 
t,he t e l ephone  nuniber Lo determine  i f  t h e  modem i s  a u t h o r i z e d .  

__-____- 3 ,  Bed/Black Separat iE .  The s e p a r a t i o n  of l i n e s  c a r r y i n g  clas- 
s i f i e d  in fo rma t ion  from l i n e s  t h a t  are open t o  i n t e r c e p t i o n  i s  a complex 
problem.. Each f a c i l i t y  i s  d i f f e r e n t  and t h e  l o c a t i o n  and s i g n a l  charac-  
t e r i s t i c s  of most l i n e s  p r e s e n t  hard- to-evaluate  i s s u e s .  Unfo r tuna te ly ,  
t h i s  i s  a r a t h e r  e s o t e r i c  area and t h e  a v a i l a b l e  knowledge i s  s c a t t e r e d  
and overworked wi th  o t h e r  problems. 

- Reviews of t h i s  issue, among o t h e r  emanation i s s u e s ,  are be ing  done 
a t  t h e  n a t i o n a l  l eve l ,  

- Technica l  g u i d e l i n e s  f o r  t h i s  area are a v a i l a b l e  i n  NACSIM 5203, 
Gu ide l ines  f o r  F a c i l i . t y  Design and Red/Black I n s t a l  l a t i o n ,  d a t e d  30 
June 3 9 8 2 ;  and MILHANI)BOOK-232A, dated 20 March 1987.  

Reconmiendat i o n s  

- Implement new n a t i o n a l  p o l i c i e s  i n  t h i s  area as they  are promul- 
ga t ed .  

-___- Hardware and Software ~ _ _ _  Securit_y: I?. 

_I 1. - Multl-level-S~stems. _ ~ -  __- A n iu l t i - leve l  computing system i s  one t h a t  
i s  accessed  by a t  least  one u s e r  who does n o t  meet n a t i o n a l  c l e a r a b i l i t y  
s t a n d a r d s  ( c l e a r e d )  f o r  a l l  t h e  in fo rma t ion  on t h e  system. A system-high 
system is one where a l l  users  are c l e a r e d  t o  o r  above t h e  h i g h e s t  level of 
informat.ion processed  0 1 1  t h e  system. For  example, i f  a l l  u s e r s  are c l e a r e d  
f o r  access t o  s e c r e t  i n fo rma t ion  and t h e  most s e n s i t i v e  d a t a  on t h e  system 
i s  eonf i d e n t i a l ,  t h e  system is  o p e r a t i n g  i n  a system-high mode. I f  t h e  
most s e n s i t i v e  d a t a  on t h e  system i s  conf i d e n t i a l / r e s t r i c t e d  d a t a ,  t h e  
system i s  o p e r a t i n g  i n  a compartmented mode ( i . e e ,  everybody on t h e  system 
i s  c l e a r e d  f u r  a l l  d a t a  on t h e  system, bu t  some users  have n o t  been f o r -  
mal ly  i n d o c t r i n a t e d  f o r  a l l  t h e  d a t a  011 t h e  system [ t h e  r e s t r i c t e d  d a t a ] ) .  

A m u l t i - l e v e l  system can be c r e a t e d  by connec t ing  t h e  system t o  o t h e r  
computing r e s o u r c e s  o p e r a t i n g  a t  a lower level of p r o t e c t i o n .  A mul t i -  
level system can a l s o  be c r e a t e d  by connec t ing  modems t o  a system p rocess -  
ing  c l a s s i f i e d  in fo rma t ion .  One might c a l l  t h i s  an i n a d v e r t e n t  c r e a t i o n  
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of a multi-level system. More precisely, this is the conversion of a dedi- 
cated (or system-high) system into a multi-level system. This "accidental" 
creation of a multi-level system can be prevented by application of better 
management and user awareness and improved configuration management proce- 
dures. Creation of computer networks is a classic example of how a multi- 
level situation can easily occur. 

Activities in Progress 

- DOE 5637.1 provides guidance for determinlng the required level of 
protection for any combination of user clearances, data classifica- 
tion levels, and categories of data. 

Recommendations 

- Develop DOE guides to explain the required safeguards for any com- 
bination of user clearances and data classification levels and cate- 
gories of data. 

- Develop an automated tool to assist the CSSO in reviewing the user 
clearances and data classification levels. The tool should list 
the required safeguards as part of the review process. 

- Develop DOE-wide guidelines for the configuration management of net- 
works. 

2. Activation of System Security Features. The complexities of 
modern computer systems and limited resources have increased the difficulty 
of understanding what security features are necessary for the system's 
operating environment. The CSER teams have found situations where CSSOs 
admitted that their choice and setting of security features was influenced 
by a peer or friend who "heard" from another friend, or at a conference, 
that a particular feature should or should not be selected. Most of these 
suggestions had the form of "don't use feature x because it uses too much 
of the computing resource." 

The lack of guidelines for DOE computing systems requires a CSSO to 
rely on possibly incomplete knowledge or recommendations from sources who 
may not understand computer security requirements in DOE. 

Activities in Progress 

- Commercial classes exist to train security officers on these secu- 
rity features. Unfortunately, they are expensive, extremely system- 
specific, and are usually not oriented toward DOE'S needs. 

Recommendations 

- Develop a list of the known security features and their proper 
settings for each type of commercial computing resource used in 
DOE. The list should support any acceptable combination of user 
clearances and data classification levels. There are approximately 
20 major system types in DOE for which these lists must be created. 
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This  e f f o r t  w i l l  a l s o  r e q u i r e  c l o s e  coope ra t ion  wi th  t h e  system 
vendors  t o  keep t h e  l i s t s  c u r r e n t  and c o n s i s t e n t  w i th  t h e  most 
r e c e n t  releases of t h e  so f tware ,  

- Develop a program t h a t  checks s e t t i n g s  of known s e c u r i t y  f e a t u r e s  
and warns t h e  CSSO of "improper s e t t i n g s . "  

--__ 3, Seeurit,y Evaluation I____ - Techniques. There are no known workable  
techniques  f o r  e v a l u a t i n g  t h e  impact on s e c u r i t y  of proposed o r  a c t u a l  
changes i n  a s e c u r e  cornpittirig r e source .  The i n d i v i d u a l  CSSO is r e q u i r e d  
t o  guess a t  t h e  impact of changes and make d e c i s i o n s  based on guess  o r  on 
E o l k l s r e .  

The CSSO has n e i t h e r  t h e  c a p a b i l i t y  of d e s c r i b i n g  t h e  changes i n  a 
r i g o r o u s  nianner (e.  g .  a programming language)  nor t h e  t o o l s  f o r  e v a l u a t i n g  
the  changes.  

A c t i v i t i e s  - i n  P rogres s  

- N o  known a p p l i c a b l e  a c t i v i t i e s  i n  t h i s  area. 

- C n i t i a t e  a l i m i t e d  r e s e a r c h  a c t i v i t y  t o  i d e n t i f y  t h e  issues and 
develop  a recommended approach t o  develop t h e  necessa ry  t o o l s .  

I-____ 4. Technical ~ Computer __ Security Knowledge. Most CSSO ass ignments  
are par t - t ime a c t i v i t i e s  and t h e  i n d i v i d u a l s  s imply do n o t  h a t e  t h e  time 
t o  identify and s tudy  t h e  a v a i l a b l e  coniputer s e c u r i t y  material. The r a p i d  
e v o l u t i o n  of technology and s k i  l l s  of t h e  p o t e n t i a l  pe r i e t r a to r  i s  a l s o  
exceeding the  resources  of the par t - t ime CSSO t o  ma in ta in  c u r r e n t  knowledge 
of t h e  s t a t e -o f - the -a r t  i n  computer s e c u r i t y .  

- The CCS CSSO t r a i n i n g  provides  some of  t h i s  knowledge. 

- The CCS CSSO t o o l k i t  w i l l  augment t h e  CSSO knowledge by p rov id ing  
automated t o o l s  t o  perform t h e  r o u t i n e  a c t i v i t i e s ,  t he reby  f r e e i n g  
rirnportant r e s o u r c e s  For h i g h e r - p r i o r i t y  concerns.  

Recommendat -___ ions 
I_-~ 

- Ihp rove  trianagemerit support  and r e c o g n i t i o n  of CSSO r e s p o n s i b i l i t i e s .  

- Develop ii program t o  i d e n t i f y  and d i s semina te  s o u r c e s  of i n fo rma t ion  
that would be u s e f u l  t o  a CSSO. The in fo rma t ion  should  a l l o w  t h e  
C1SSO t o  s e l e c t i v e l y  o b t a i n  t h e  needed in fo rma t ion  with a minimum of 
e f f o r t .  The program should  i d e n t i f y  t h e  a v a i l a b l e  e d u c a t i o n a l  
o p p o r t u n i t i e s  i n  t h e  academic and seminar  f i e l d s  t h a t  might assist  
t h e  CSSO. A b i b l i o g r a p h y  f o r  t h e  CSSO should  c o n t a i n  o t h e r  s o u r c e s ,  
such  as hooks arid p e r j o d i c a l s .  
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- Develop a DOE-oriented seminar to present the current knowledge to 
the CSSO. The seminar should aim towards exposing the CSSO to the 
information with references for additional individual study outside 
of the seminar. 

5. Networks. The rapid evolution of networks and the lack of 
security guidelines has raised some serious security concerns throughout 
DOE. Rapid changes in technology coupled with reduced costs are strong 
inducements for the user communities to rapidly acquire and install net- 
works for productivity reasons. 

The lack of DOE guidance on network security continues to leave the 
sites in a difficult situation in which they are expected to secure the 
networks with no guidance from DOE and little or no resources to study the 
security properties of the hardware and software. 

The Trusted Network Interpretation (TNI) developed by the National 
Center for Computer Security provides a good general base for network secu- 
rity. However, many experts feel that the TNI is too complex, too vague, 
and too limited to ever be of practical use in the federal government. The 
TNI needs to be augmented and enhanced to reflect DOE needs and policies. 
Nationally, there is a debate about the applicability of the TNI because 
of the difficulty in interpreting the document, even for those who have 
worked in the field for some years. 

For better or worse, DOE probably handles networks better than anyone 
else in the federal government. 

Activities in Progress 

- DOE 5637.1 requires that network security be recognized by develop- 
ing a security plan for each network, appointing a CSSO/CSSM for 
each network, and appointing a single entity responsible for the 
entire network. 

- There are no known activities in progress that address this issue. 
- All major networks in DOE receive a lot of attention relative to 
computer security. 

Recommendations 

- Develop a DOE-oriented version of the TNI. 
- Develop study teams to assist a site in determining the security of 
a network. 

6. Audit Trails and Audit Trail Analysis Tools. The lack of mean- 
ingful analysis of audit trails to detect intrusion or other misuse of a 
computing system is a widespread problem in DOE. DOE 5637.1 emphasizes 
accountability for all actions by users of an ADP system. Most modern 
operating systems used in DOE provide some form of accounting information 
that can be used in an analysis effort. 
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A contributing factor is the lack of DOE-wide guidelines on what 
should be collected and the type of analysis that should be performed. The 
entire computer security comiiunity is presently unable to agree on these 
issues a 

Analysis of an audit trail is very complex and requires substantial 
resources. Virtually all of the major computing centers in DOE have devel- 
oped autoniated techniques to support the analysis activity. The distrib- 
uted systems typically have inore primitive analysis approaches typically 
periodic manual reviews. Automated tools that identify anomalies in the 
collected inforrnaLion are necessary to allow the individual sites to imple- 
ment the requirements in DOE 5637.1. These tools should organize and pre- 
sent the information in a manner that allows the C S S O  t o  decide which 
activities require additional investigation. 

Activities i n  Progress _._~______ 

- The CCS is developing an automated tool to analyze audit trails. 

Recomiiiendat ions 
_______-_I 

- Develop generic guidelines for standard content of audit trails. 

- Develop IIOE-wide guides on the content of an audit trail analysis 
activity. Develop automated tools to support the DOE guides. 

1 ____ ESueatiodAwareness ____ Program. When the CSER program began many 
sites had tokeIi or nonexistent education programs f o r  CSSOs and users. 
Many sites have devel oped a training program and are beginning to experi- 
ence difficulty kn locating or developing new o r  updated material for use 
i n  their education programs. 

The lack of resources ir> the computer security organizations is aggra- 
vat ing the problem. 

Activities i n  Progress 
~ - - 

- Most sites have developed arid are continuing to enhance active pro- 
grams to maintain computer security awareness in the user community. 

- The CCS has dcvelopecl a comprehensive CSSO education program that 
covers the basic information a CSSO needs to do the job. 

- The C C S  editcation program includes the basic CSSO class and a train- 
the-trainer class. The train-the-trainer class is designed to give 
local computer security organizations the ability t o  conduct local 
training for CSSOs . 

- The CCS education plan has identified advanced seminars designed to 
enhance the CSSO's knowledge and ability to perform the C S S O  func- 
t ion e 
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- DOE 5637.1 requires CSSO training and implementation of a user 
training and awareness program. 

- CCS Bulletin Board System. 
Recommendations 

- Continue the CCS education program and development of the seminars 
and materials identified in the C C S  education plan. 

- Develop a program to identify, and where possible, collect and dis- 
seminate, information for use in the local education program. 

2. User Guides. When the CSER program began, most sites provided 
computer security guidance to the user community through infrequent train- 
ing sessions. The evolution of the C S E R  activities and the I&E program 
and the development of DOE 5637.1 have caused the rapid development of 
user-oriented material at most sites. 

The lack of guides for suggested content and sources for materials, 
e.g., templates, has required each site to commit resources to develop the 
necessary material. The local material is often redundant or duplicates 
other information developed or collected by another site. 

Activities in Progress 

- DOE 5637.1 requires each site t o  develop user guides f o r  computer 
security at the site. 

Recommendations 

- Collect and organize existing user guides developed by the various 
sites. Extract the common elements into a DOE-level guide for sug- 
gested use at each site. 

3. Authentication. Early CSERs found that user authentication, 
typically passwords, was a major problem for many sites. The large central 
computing facilities generally had good password generation and management 
procedures. The distributed systems often used procedures that stressed 
convenience over security. The development of DOE 5637.1, I & E  results, 
and increased awareness throughout DOE have combined to reduce the pass- 
word management issue almost to a non-problem. The common commercial 
operating systems all provide reasonable password generation and management 
facilities. Most sites have implemented the proper software and added 
appropriate procedures on the multiple user systems to meet the require- 
ments of DOE 5 6 3 7 . 1 .  

Many sites have expressed the belief that DOE-wide guides on accept- 
able authentication techniques and procedures would aid their efforts. The 
authentication issue has been extended to include different techniques, 
e.g., biometrics, smart cards, and distributed computing systems. The 
proper or required authentication techniques for workstations, such as 
personal computers, are very unclear. The acceptability of other forms of 
authentication, e.g., retina scans and hand geometry, are unknown. 
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Activities in Progress 

- DOE 5637.1 requires the development of a complete password manage- 
ment program following DOE and national policy. 

- The CCS has developed a password generation product that meets the 
requirements of DOE and national policy. 

g c  ommend at ions 

- Develop DOE oriented guides and procedures t o  assist the CSSO in 
implementing the DOE policies. Incorporate use of the CCS developed 
password generator into the guides and procedures, 

- Develop a program to collect and assess the acceptability of dif- 
ferent forms of authentication approaches for DOE. Disseminate the 
information including guidelines on the proper use of the different 
techniques, 

4, Remote - Diagnostics, The increasing costs of computing system 
maintenance is creating both desire and pressure for the use of remote 
diagnostics. The lack of DOE guides has required each site to develop 
local policy f o r  the use of remote diagnostic services. Another aspect of 
the problem is the lack of properly secured vendor facilities where the 
remote diagnostic work can be performed. 

A cliff i c u l t  problem f reyuently encountered is the determination of 
situations where use of remote diagnostic services is appropriate. For 
example, if a computing resource fails in a manner that prevents clearing 
oE the main memory but allows the disconnection of all other media, can 
remote diagnostic services be used? 

I f  secure remote diagnostic services are available at an appropriate 
security l eve l ,  then the problem becomes the standard "check up to see 
that the procedures are followed" problem. 

Activities in Progress ._______- 

- The CCS is developing guidelines f o r  the use of remote diagnostics. 

Recomniendat ions 

- Adopt the guidelines developed by the CCS as suggested approaches 
for each site. Annually review and update the guides. 

- Negotiate with the  vendors of the popular computing resources in 
DOE t o  develop secure remote diagnostic service centers. Develop 
guides for the use of the secure diagnostic services. 

- Include training on remote diagnostics in the CSSO courses. 

S .  ADP System _- Inventcy- Prior to the development of DOE 5637.1 
there was no requirement f o r  each site to maintain a separate computer 
security inventory of ADP system hardware and security-related software. 
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All sites have continued to maintain the appropriate property inventory 
and controls. The computer security organizations often were unable to 
provide an accurate composite list of the ADP systems processing classified 
information. This information was available in the ADP Security Plans for 
each of the systems, but was not collected into a single list. DOE 5637.1 
now requires that the CSSM maintain an inventory of all hardware and 
security-relevant software. Although this is a minor problem, the mainte- 
nance of an inventory is necessary to provide the proper management and to 
allow response to questions such as, how many systems of type X do you 
have at your site?, or we have discovered a vulnerability in version 2.1 
of a particular type of software--please notify everyone running this ver- 
sion immediately. Previous responses to this type of question and notifi- 
cation were delayed while the site staff collected the information and the 
notices were simply distributed to every security officer at the site. 

Activities in Progress 

- The CCS has developed an inventory control product designed to 
assist the site in meeting the requirements in DOE 5637.1. The 
product has been distributed to all CSSMs. 

Recommendations 

- Encourage the use of the CCS product. Maintain and enhance the 
product to ensure it continues to meet the policy and field needs. 
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