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TECHNICALAREA 55 ENTRY CONTROLSYSTEH (ECS)

Art Beaumont, MST-11
Ed Brundlge, MST-11

Robert DesJardin, E-S
P-ynaldo Rivers, E-8

Loe .amon National laboratory
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Abatrtict. The exchange badge uyetem which wae used at the ~luto-—.
nlum Facility located in Technical Area 55 waa replaced on a
trial baaia with an automated Entry Control Syntem.

Aa a result of the aucceea of the trial Lyatem, a new nye-
tem incorporating expanded features anil increased reliability la
being implemented. The new Entry Control Syetem incorporates
several featurea not previously availuble in relatively lnex-
pens’.ve entry avutemn.

The reliability of the ayatem la enhanced by redund~nt
micronroceBnora incorporating bubble memory for nonvulalllc
❑:urage of tha ayntem data bane. The badge re~deru Incorporate
dutil cummunicutilm Itnes to LWOdlfferrrmt controllers LrI further
incrcaae the total ayatcm FellabiliLy.

SyuLem i.laLallaLion iu anLlciptLLed it, April of i9~4.

Intruductlon—-. —-—

The Lun Alnmou Nullonal Lehoratory l’lIILmIlum

Faclllty lti luctited nt TcrlInlr.ul Aren 55 (TA-5’1)
III IAIM Alnmu~, New HUXICU. Wlu,n tlm TA-n!)
FaclliL) WJS hulll In Ihr m[dllc 1;70H, an cx-
CIIUIIgLI bildgu uynLcm Wiln Utlell to cullLrol L1’c.cuH
Into Lhc pluton[ilrn bulldln~. TIIU ●achange badge

uyHLt,m pruvud LU bc cumb~re~mc, LimV-COllMUmlllg,
aIMI dl!ficult in htrndllIIN th@ nurmu] Wurl.ing

Lr#lfli{’, IInd In purtlt!ulilr, Lhe lar~v number U[

vlniLurH.

III lhr 1,111. 1’)7Lln, a Ilvw nl-!l:L.rlLy hlltt~c 111-

curporillin~ n hi~ll rlwr~y mA#llctlc nlripc wah put,
lIILO ner’vlro hy LhLI l~boratory Srcurlty I)IvIMI.111,
TIIt* IIIMII vnvr~y elrlpe wam vhonrn hrcnuw 01 lLM

rlIIMlljlll Iy, VIIIIV uf oIIt’Idl III!, dur#blll Ly, rIIId 1’

❑ nv II(* Ilr’ocurod nnd l,IIJIIIULIIII tri n rvnnonalllr rI}IIl
hy Lhv ldlbLJrnL\lry h[:uo 01! ll’[, .

AII nulumdlvd hntry Cunlro] SyIJI.om (FIX) ilI-
~,)rp,)ri,l INK lhi# IWW hndNu witn lIhIIIIIIUUIILUd IIIId
lIItItallOd in pilrtlllvl ~!~l, I,l,p OXINI II}M rxl’lwrlll; r
IWUIMVmynLwII, I’111.fiulumnlv,l uyNlvm qll!t”kiy pr, )vvd

Ilm tiuportovlty III pruvldl II~ morp doliIllod rv -
rordml n muHto.’ rmpllhl Illy III I Il,n rvol!l t) I
morN~,urlott, dnd muvtl l)t,lLOr IW,II..! Imi, L,4111tr(Il
uvvr Ihu op)riiliun~il dI.Ild IMIMW1 AI IIIr LIII.1111ylIIIl,li
01 rIu{LrIIIIM1’111oppr~llwnj rI IIPW to(::i I141MIwvl! dlJ -

❑ 1 HIWII ullh Iml,ruvvd rwllnhllily nnd rhphmlod
rllpahlllllvll. ‘IIIIN ntw •yml~m :M lh@ wlb,lrut UI
Lhln pnpl,l’,



The muster capability provided by ECS enabla.e
the operating group to determine if any personnel
remain in the Plutonium Facility in the event of
an emergency evacuation.

Movement of special nuclear materiala (SN14)
can onl) be done by authorized material handlere.

ECS validates to eec,]rity guarda that personnel
moving SNN are BO authorized.

The operating group must maintain records on
all actlviLy in the SNM etorage vaulta. ECS,

through the use of readers at each veult entrance,
providee a daily lng on all vault activity.

Syetem Operatora

tintrol of ECS iu exercised by employing
either the operator station loca”ed in the Croup
Office or the one in the Site Control Room. Each
of theoe at.ations is equipped with a CRT teraiual,
badge reader, and printer. Only authorized
perBonnel are permitted to use the terminals to
perform the many functions nece@aary for the daily
execution of the ECS o~eratlonal procedures,
Syutcm security and inte~rlty La maintained

through the use of need-to-know pasaworda.

The Group Office Elation la ,~rimarily em-
ployed to perform t ha ayatem ndminiatratlve

Functicl;a such ae data base enrollment and data
!>aae ❑alntenflnce, ‘Tha SILe Control Room utatiun
ia primarily utied for ●yatem control, monitoring,
and maintenance. lt la also uned for adminia-

trutive functlnnp aa naeded durinL. the normal work
day and in ueed almost ●xclusively fur ●ll pur-

poseu after the normal work hours.

Terminal operatorn cmmunlcate with the com-

puter system by employlng dlrectlvea t,hnt havu

bcun implemented fur thin purpu~u. Uut! of Lllcuu

directives provides the meana by which the
operatora are able to manipulate and command the
ECS via a two=ay dialogue between themaelvea and
the computer.

Operational CRT ncreens are normally div~ded
into four quadranta, aa ahown in Fig. 1. The un-
per left quadrant in used to display general in-
formation concerning the ayatem operation. The
upper right quadrant io uned to specifically pre-
sent, step-by-step, what la to be achieved by the
directive. Normally, the operator ia given a
ehort explanation of what is to be accomplished
and the optione that are available. This quadrant
ia the computer’s ‘talking- partition. In ad-
dition, the date, time, and number of people in
the plutonium proc.eeaing building (PF4) are dis-
played on the top line of thla quadrant at all
times.

The lower left quadrant ia used to accept

operator responeea which are initieted by a
computer-generated prompt. Ueually, the operator
will re~pond with an option number or a very Hhort
meaaage. Th16 quadrant in the computer’e

“liBLening” partitiOn. The lower right quadrant

ia used to display meaaagen from the compute,” in-

forming tha operator that the dialogue ia net
proceeding as it should and what corrective action
muut be taken. This partition in aleo used to
report any operational ayatem problems that may
exitit and require the operator’s immediate ut-
tention,

Sy~tcm diructlves full inLo n ne of L Ill,

ueveral diutinct functional caLeEorleE hated

below.

● npcrut [onal ayatcm contrul
● Syutem uuceea (paasword ccnltrul)
9 Mnergt!ruy uituation~

H

MST-II ~
04/!0/04 1

TA-SS ENTRY CONTnOL SYSTEM

ALTER THE OATA OABt

oPTIONS:

1 : AnO A RI!COPO

2 8 CMANCE A Rl!COnO

3 I OELETI! L RI!CORO

4 : INOUTPF4

B s cLEAR ●P4

a ~ OCLI!TCVlullon’s 10(
? 1 ●Afswonns
a E ●REVIOUMJ:ull

Q x, L()(l OF~

— .--. — . . .———.———- .

ENTRRDATAOABF PAROWOnl)

CNTRR OPTION ~

\



.

● Data baee maintenance
● Diaplaya and reporta
● Auditorium control
● Data baae transmimoion

These categor.lea represent three major araas of
operator experciae which are ayBtem conrrol, ad-
ministration, and maintenance. Each area in

equally important to the total ayatem operation
and each area requiren personnel who have bean
trained to perform spacific taaks in those
functional areas.

The mea: used aclminiatrativp function is that
of data base enrollment and daLa baae maintenance.
The next few paragraph present a short expla-
nation on the purpose of the ECS data base and a
brief example of the procedure used to change an
Individual’a data base record. Thla will serve
to illustrate the bdaic methods employed by man
tu communicate with the ECS.

The ECS data bane holde a record for every

individual worki,~g within the TA-55 complex.
Theac records must be accurate rt all times alnce

they contain important authorization and atatLu

information. Only personnel holdin8 cleared
laboratory badgea and with a need to ● nter the
area on a re~ular baaiE are enrolled in the E(X
data base. All other pereonnel are ●nrolled in
the data base on a daily buaia aa cleared or un-

cleared visltora and are ianued vioitor badgea.

The data bane la checked and purged at regular
intervala to errsurc jt~ integrity is alwaya at the
maximum level.

All operatora ❑ unt know Lhc firul-level paua-
word tltit iu required to gain acce.z~ to the ECS.
This level WL1l permit the operator to enter re-

qucatu for only certflln dlaplnyti and reporlu. in
order to manipulate the data busu, the operutor

alao must know a ~econd pauaword which in known
only to pereonnel who are authorized to alter the
contentH of the data baae.

The operator ia able to perform the functicn
of altering the data baae by selecting that option
from the operational manua. Figure 1 ahowa the
screen that ia displayed when the ‘ALTER THE DATA
BASE- option hae been selected by the operator

frou a previous menu. It can be neen that there
are ❑any options available to the operator irt
this diractive.

The operator must enter tha data baee paEia-
word as requested by the prompt in the lower left
quadrant, For security reaaona, the paaaword will
not appear on the screen aa it is being keyed-in.
If the correct paaaword ie not entered, the com-
puter will diBplay a meaaage to that effect in the
lower right quadrant and present the corrective
actiona available.

Once the data baae paBaword hae been vali-
dated by the computer, the meauage “ENTER OPTICN’”
will appear on the screen, A ““2” in entered for
the “CHANGEA RECORD” option and the screen fihown
in Fig. 2 will bL immediately diuplayed.

The operator ia given the option to E?arch
for the individual’a data baae record using aither
name or Z-N,~mber aa the ~ey. In thie case, a “l”
waa entered and the prompt “HNTLR Z-NUMBER- ap-
peared on the screen. When the operator entera

Lhe Z-Number and the record ia found, the ~creen

shown in Fig. 3 will be displayed.

TIIC contenla of the lndividual!n datu baa,
record art? now ditiplayeri in the upper lr?fL quarl-
r.snt. The prompt now readn ‘“ENTER FIELlf NUMBER”
permitting thg upcrutor to chan~c the contcnl~ of

aIIy of Lhe flclda In the record. Ollcc all Ll:Ll

MST-II

TA-6B I!N}RV cONTROL SV6TEM

CHAN(lE A RCCOmO

I : Z-!AUMOEh

a: NAMF

+

EMTI!R TO END TRANSACTION

- .- .,. .-— — .- . . . .... . . . . ---- ... ___ . —.- ,,—. _

t!N,E,lV OPIION I

FNTFn Z-NUMMFIV 1234B6. . . . .



1 -BADGE TVPE. ... XX XX. XXXX ~
04/16/04 13:22

2. Z-NUMBER. . . . . . . . . ..12245u

2 -BADaE NUMEER . . . . . ..XXXXXX

4 - GROUP . . . . , . . . . . . . ..XXXXXXXXXX
CHANQE A RECORD

S - NAME-XXXXXXXXXXhXXXXXXXXXXXXXXXXX

a - AuTRCRIZEDC NTRV. ..X KEY IN THE NUMBEn Of THE FIELD

7 - MATERIAL HANDLEn .XXXX TO BE cHANOED

O- ESCORT . .. XX X . . . . ..XXX

e- DATE-LAST ENTRV. . ..MU/DD/VV

10 - TIME-LAST EN7nv , . . .HH:MM

11- rrvNa-HDIv SAFETV . , .UMIVV

12 -TRNO-TA5S SAFETY. ,.MM,VV

la - 7RNG-FIRC SAFETV . , .MM/YV

14 - TRNO-HDIV RADIATION .MMIVY

IS - TnNG-TA66 RAOIATION MM VV ENTEn / TO END TIVANSACTION

ENTER FIELD NUMBER:

changes hr+vc been made, tl,e screen nhown in

Fig . 4 w1ll be dluplay@J. The operator may now
exercine the option~ to permanently clrunge the
recor,i tn bubble memory and to leuve t,le “cILANGE

A k!iCUKD” OpLilillm

Vurioua reports and di~pluy~ retrybe rcqu~utcd

by the trrmlnal opcrutortr. Fwr crtample, k CRT

di~pluy and/or hardcopy report ❑ay bo generaLed

trucking an individual through the bnd~c 19LaLiontL,

0111!!’: !mpurLullL di~piaye includu Lhorrc that prC-
nenL tlw building PF4 atatuu, P2’4 vault Btatuu,

and the currunL ViHilUr activlly,

,brrd~c Reader SLnLiUIIn

Flgurc > achr!m.lLlcally pre#cllLn the opcr-

aLlunNl mudulu~ which cumprl~e Lhe I?CS, IL UIIOWM

the JUCULIUIIU )1 thu had~c rcude.’ uLaLIurre and IIUV

Ihry arc (!rrllllt!c Lcd IU the cunLrvlleru. Thc btrd~{!

r@udurH acqulrc Inlurrnnliull lrum Lhu umr!~ btidgc~
and Lr,in#mlt LIIC Lnlupmilllun Lu thu cun Lrullur#

Vllnhling t horn Lu mrllntnin Lhr! ULULUn uf Irll

pur Hunnrl III Lhu ~.rc,a nt nlJ Llmcl; .

tl~dgc rctrdvru pruvldc aIId~LI ❑l~nnlu ~,,IclI ur~

uHvd NH upwrallullul prumpLB Lo IIIIlirIILc A trll(lgc

c41111u1 hu rend, onlry ur CXIL in pcrMllLed, An,l

~nlr~ I)r @XiL lU (Ientad. Ii n hdy CM!lllIIt bc

rud, (I “KEINSKtil BAI)GE” lndlcnl.,)r lM llL ,,l~d n

warl)lr L,.IIIU HUUINIVJ, WhC,l ;1 hmfg~ hdH h@Cll Vtllt -

drr LLd nnd t!lt Lry III II II UWLUI, the “ENI’P.Y P#;fth I’I’Thl)”

Illllirilll)r iH lit fiIId a p!vnliunl illvlllly I.[lnt,

Moul\ dud , tiv I)Il vMil , LIIV “EXIT i’mt[rrkm’ Illd I-

Cttlor WI [[ bC Ill tind ,1 pLPilil,,ll L pul#~l Illq 11)11[.

noundvd . II n(::v~ri 1s d~!nlvdo LIIV “Ac(,L’SS NUT
pKKpll TTl; l)” [l){ll~ill,)r WI 1: III, 11! nnd a Wnlllll 1OI1(’

noutd.,d ,

II Lho lMI(II,I* hold~r !, I iin a~llll,)rl/,r.rJ rrpt!(, lul

IIurl!’nr mnLvrl,,Y handlrr, IIIU “!;NPI” ill,llr.tlor IH

Fig. 3.

lit. If the badge holdeI la au~.horizt.d to escort

viaiturb into Building PF4, the “E2CORT’”indlcutor

in lilt

Entry into the TA-5: area required n

tJ-rLeurancr but not the apcclal auLhurizntion

nccupwary to Lr(cea9 tile Plr.rtunlum Facillty. The

twu rcader[, I,,cated tit the TA-55 entranC~ arc for

mOnit.orin}; pt!r14unncl traffic intr. Lhe drea dnd tu

help locate pcrsunnol who are in the Eyntem daLa

lmBe. lf the TA-55 area becumen an excluuion urea

in the futuru, tho ECS Lryntem will II. in pltice mIrf

prrtiorrncl COIIL U1 can be l,)plemenL(!d lmmvdltitcly.

There ar~ Lwu elltrle# lntu bulldlng PI’4, the

plutunlum :]ruceoulng planL , Tht!y tire Guu rd

bL.KLiUIIH 4L13 uml 404, All pernunncl cnLurlnN rrr

lcrrvlng PF4 ❑ unt pasm thruu~h one of thcar Lwu

utullunu. 7U guin untry lntu IJF4, thr badge muMl
bv murrendercd KU Lhu guurd WIIU will pnnn 11

l.hruu~l, Lhc bnd~t! rcuder. lf the pcrrron In

uuthurlzcd fu unLcr PF4 nnd hln/her LrrrlninH rc-
uurdM mro culr,!ul, tile apprupriale indlcl,Lur wI1l

hc ILL nmf the prup@r audio tme ~oundcd, It thv

pcrnun iu an nuLhurized cucurL trnLf/ur an uuLlmr-

izud npr!clnl nut!lomr muLeriai hrrndlcr, Lhc upprlI-

l)ri{lLu lndlc#llur(H) will nirru be illumillalt,d pr!r-

ml LLi IIg Lhc ~IIIIrd N Lu prupurly pcrfurm Lhu ilrccnu

cunlrul functlun Ior PF4. UIIUII PxiL, :hC bw!~~

❑ IIHL w:nin h! Hur’ru IIrJuluI 10 Lhc #Unrd WhU parIrIc N

IL LhruU~h Lh(I hndMc reudrr,

A vnrrlt III I’F4 IN uwd Iur ~ll]r~l~c {II nuclvrrr

mnLcrinln. timl~r r~adorn arc ll,r#l Led AI cnuh 01

LhII Lwu @rrLrnnrrrr tu thr VUUI!. Thn ptIrpunQ uf

Lhv b,vl~o rcnrlt, rH in Lu rvrord nli Lr~ll[lc OII-

IWI’lIIM 41111J lQ,AVIIIH Lhr Vnlllt. l’urHonnvl UNIIIH

tlw VOII1l Arc L’t, quit-ud (U prima tllclr OUII Imdnmn

lhrm~ll Lhv hd~p rradt,r~ und )Ilrirlly adh~rr Lu

LIIV tWU~IIII rule 01 ncrcnn rrmtrul.



1 -BADOCT VPE . . . . . . .. XXXX

a - Z-NUMBER. . . . . . . . . .12S450

3- BADOE NUMBER. . . .X XX XXX

4- QRCUP . . . . . . . . . . . ..XXXXXXXXXX

6- NAME-XXXXXXXXXXXXXXXXXXXXXXXXXXXX

6- AUTHORIZED EN?RV. X

7 - MA”(I!RIAL HA1.aLEn. XXXX

e- csconT, . . . . . . . . . ..xxx

e- BATE-LAST ENTRY. .MMIDD/vV

10 - TIME-LAST ENTRV. . . .HH:MM

II - TnNG-HDIV 8AFETV , . MM~VV

z - TnNG-TASS SAFETV, . .MM/VV

3- TnNO-FIRE SAFETY. . .MM.’vV

4 - TRNG-HDIV RADIATION,MM/VV

s- TIJUO-TAbS RADIATION MM’VV

ENTER OPTION:

.

04/1s/s4 1s:23

CHANGEA ❑ECORD
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In the event an emergency situation occurs
in PF4, an alarm is eounded and all personl,el are
required to immediately evacuate to a preaaaigned
meter area. It is very important to quickly de-
termine whether the building hee been completely
evacuated. There are three badge reader stationa
located at the outdoor muster area that are uned

for thie purpose. All pereonnel are required to
surrender their bedgea to the reaponaible person
at one of the atationa ao the badgee may be paBaed
through the badge raader. In this manner, it la
poaaible to quickly produce a report that will
identify any pereonnel who may still be in PF4.

A badge raader ia located at each of the two
entry doors tLI the TA-55 auditorium. Thaae
readera are employed to record attendance at the
mandatory training meetings. From this in-
formation, the ECS data base recorde are auto-

matically updated to reflect the current training

atatua for thoee Individual attending the meet-
inge. These readera alao eerve to provide the

information neaded to produce attendance reporta

for any type of meeting that may be held in the
auditorium.

There are badge readeru located in the Group

Office and Site Cantrol Room that ala ueed to ac-
complish the nama purpose. Thay are employad to

facilitate the enrollment of pereonnel into the

liCS data base. The information encoded on the

magnetic atripa la read and used to apeed up the

enrollment proceae with a high de~ree of accuracy.
Also, badgea that ❑ay be erroneuuuly ●ncoded are

quickly identified.

There are tio badge reader atatlona located

at tllc Building TA-55 electronic mainlenenru

ahop. When a faulty badge reader haa baen re-

paired by the maintenance peteonnul, it La

thuruughly Leated on-llne Lhrouuh these aLatjOIIS

LO duturmlne it it can be auccaaufuily reutored
tu the ayuLem.

~~tem Architecture

The nuw MS IMIH been dcuigncd blendlng LIIU

hardware and auftware muduleu to trchleve a highly

ruliablc ●nd ue~r-reaponulve tiyMLum. Flguru b

prenuntu Lhe operatlontil hardware moduleu cull-

[Igurnd iu tI ma!mer Chdl will uuauru LIIHL Lht! high

relinbll.lty no crittcml LO tlw rqll’rntlnll Of LhII

I.’:S hau bwn realized.

11 la ruqulrcd tha L thv E(X bc CUIILIIIUOUHIY

nn-linv, Heavy ayutem una~e occurs during Lhv

normal tl-l~f)!lr Juy, 5-day per WUVII.Mchudulu. Al Lvr

bourn ;IINI weekend troffic will range from llRhL

LO Vvry liuhL, lt la very iMpOrtNllL for the SCS
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to the controllers ae required. The ho.et ayetem

ie currently a Hewlett Packard E-Series MP-1OOO.

EM performance id not degraded when a eiogle
controller is lost to the eyatem. The ayatem will
notify the operator, automatically be reconfig-
~red, and continue with ite normal operation.
When two controllers are loet to the .eyatem, it
ia EtIll possible to provide moat of the system
functions although eomewhat degraded. However,
the moat important function of controlling acceas
to PF4 will still be possible.

The cwo ayetem CRT terminela are Hazelcine
ESiWIT 111 units. The prlntera are OKIDATA ML84a.

These unite were selected becauae thay better
eatiufied moat of the ayatem operational peri-
pheral requirements.

Tha tuidge reader.e are manufactured by HARCO
Industries, Inc. These units are based on the
8085 microprocessor and feature dual data communi-
cation porte, wipe-through read mechenlem, aix
indicator lights, audio tonsa, and self-teat diag-
noatlca. HARCO produces both standard and port-
abla badge readers. The ECS uaea portable reader6
at the auditorium and ❑ uster araaa. Standard
badge readers are available In the wallmounted
or table-top models. E(XY utilizes both types.

The concrollera are baaed on the Intel
8U24SBC microproceaeor board. For primary mamory,
they are each equipped with 8K SBC301 .LAMand 32K
2764 EPROM ❑odules. For secondary storage, they
each contain the ISBC 254s-Z bubble memories.
Currently, the controllers have two bubble
memoriee, 128K bytea in each bubble chip for a
total of 256K bytea. Bubble storage can be ex-
panded to a total of four unittl yielding a maxi-
mum of 512K bytes per controller. Each controller
haa nine RS232 data communication ports and Fig. 6
ehowe the port asaignmenta.

There are currently 600 users in the oper-
ational data base. The new ECS will accommodate
1200 users in the data baae plus another 1000
transactions for logging of perscnnel who are not
in the data baaa but visiting tha area. The ECS
data beae will alao accommodate all the additional
information generated by providing the auditorium

control functions.


