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Abstract. The exchange badge system which was used at the Pluto-
nium Facility located in Technical Area 55 waa replaced on a
trial basis with an automated Entry Control System.

As a result of the success of the trial vystem, a new sys-—
tem incorporating expanded features and increased reliability is
being implemented. The new Entry Control System incorporates
several features not previously available in relatively lnex-
pens‘'ve entry systems.

The reliabilicy of the system 18 enhancec by redundant
micronrocessors incorporating bubble wemory for nonvolatile
a.orage of the syetem data base. The badge readers incorporate
dual communication lines to Lwo dlfferent controllers to further
increcase the total system reliabiliiy,

System iastallation is anticipated f. April of 1984,

Introduceton

The Los Alamos Natlonal Laboratory PFlutonium
Facility 18 located at Technical Area 55 (TA-5%)
in Los Alamos, New Mexlco. When the TA->)
Facility was built {n the widile 1.70s, an ex-~
change badge system was used to control &ecess
inte the plutonluvm bullding. The enchange badge
system proved to be cumtersome, time-consuming,
and ditficult 1in handling the normal working
traffic, and in particular, the large number of
visitors.,

In the late 1970n, a uew securily badge fu-
corporating a high energy magnetlc stripe was put
tnto wetvice by the Laboratory Security Diviwion,
The high energy stripe wan chowen becaune of 1w
flexibility, eake of encoding, durability, and {-
pny be procured and laminated at A reawonable cost
by the laboratery Badwe Oftice.

A aulomated Entry Control Systewm (EUS) in-
cotporabiig thin new badge van  Lwplegented  woud
tuntalled tn parallel with the existing exchane
badge wyutem, The automated wywtem quickly proved
fin auperfovity tn providing more detalled re-
cords, a muntes capablltty tu the evect ol
emerpencion, and much botter veal=time control
over the operational data base, Alftev thtee years
ol wuccwnulul operation, a new ECS han been do-
Algned with improved reliabtlfty and  expanded
capabilitden,  MTis new wystem u the subject ol
thin paper,

Purpose

The poimary purpose of thie ECS is to wonitor
and contro’ all pucsounel muvement at TA=55., The
ECS is not a vepiacement for, bul an ald to the
security force. Sccurity {s stiii provided by the
gunrds through badge verification.

Authorizing visitors inte the Plutonium
vacility is  the vresponsibility of the wite
operating group. The ECS provides the operuting
groun with & real-time control on all visitor
activity. Viw:tor badges are assigned and entered
fnto the data hase by the operating group during
normal operating hours and by control rvom pe.won-
nel aiter hours. Visiters are required to have
an cacort befure entering the Plutonium Facflfty,
The KCS provides ver'slcations to the guards ot
Individualy authorized as escoren. At the ond of
the day, the I'CS provides detafled veports on all
vikitor activity,

Salvty {a of primary lmoortance at TA-=hb,
Ail operating personnel are required to have pert-
odie tradning In otler to continue working fn the
Mlutonfum Fa:ility, EUS provides checka on all
pernonnel  and  denfes  aceesn Lo anyone  whone
trafning has expired, To ald the operating group
fn matntalning roc vdm, badye readers are being
tumtalled at the TA=%% aud;torium entrance, Ke-
vords of  all personnsl  logged Into  required
tratoing  meelings are  antumatically updated,
Meotiug attendance can alno be logped an a wervice
tuo any awditorium vser,



The muster capability provided by ECS enablas
the operating group to determine if any personnel
remain in the Plutonium Facility in the event of
ar emergency evacuation.

Movement of special nuclear materials (SNM)
can only be done by authorized material handlers.
ECS validates to security guards that personnel
moving SNM are so authorized.

The operating group nmust maintain records on
all activicy in the SNM gtorage vaults. ECS,
through the use of readers at each veult entrance,
provides a daily log on all vault activity.

System Operators

Control of ECS 1y exercised by employing
either the operator station loca'ed in the Group
Office or the one in the Site Control Room. Each
of these stations is equipped with & CRT teraiunal,
badge reader, and printer. Only authorized
personnel are permitted to use the terminals to
perform the many functions necessary for the daily
cxecution of the ECS ojerational procedures,
System security and integrity (s maintalned
through the use of need-to-know passwords.

The Group Office station 1s rimarily em-
ployed to perform the system administrative
functirns such as data base enrollment and data
hage maintenance. The Site Control Room station
is vrimarlly used for system control, monitoring,
and maintenance. 1t is also used for adminis-
trative functionr as needed during the normal work
day and in used almost exclusively for all pur-
poses after the normal work hours.

Terminal operators communicate with the com-
puter system by eamploying directives that have
been implemented for this purpose. Use of those

directives provides the means by which the
operators are able Lo manipulate and command the
ECS via a two-way dialogue between themselves and
the computer.

Operational CRT screens are normally divided
into four quadrants, as shown In Fig. 1. The up~
per left quadrant is used to display general in-
formation concerning the system operation. The
upper right quadraat is used to apecifically pre-
sent, step-by-step, what 18 to be achieved by the
directives. Normally, the operator 1is given a
short explanation of what is to be accomplished
and the options that are available. This quadrant
is the computer's “talking™ partition. In ad-
dition, the date, time, and number of people in
the plutonium procesaing building (PF4) are dis~
played on the top linme of this quadrant at all
times,

The lower left quadrant is used to accept
operator responses which are {ianitiated by a
computer-generated prompt. Usually, the operator
will respond with an option number or a very short
mesgage. This quadrant 1is the computer's
*listening” partition. The lower right quadrant
i8 used tc display messages from the conmputer in-
forming the operator that the dialogue 1is not
proceeding as it should and what corrective action
must be taken. Thie partition is also used to
report any operational system problems that may
exist and require the operator's iomediate at-
tention.

System directives fall into oene of the
several distinet functional categories listed
below,

® ONperutional system control
e Systenm accews (password coutrol)
e Emergency situstions

-
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Data base maintenance
Digplays and reports
Auditorium control
Data base transmission

These categorles represent three major areas of
operator expertise which are system control, ad-
ministration, and maintenance. Each area 1is
equally important to the total system operation
and each area requires personnel who have been
trained to perform specific tasks 1ia those
functional areas.

The mos: used administrative function is that
of data base enrollment and data base maintenance.
The next few paragraphs present a short expla-
nation on the purpose of the ECS data base and a
brief example of the procedure used to change an
individual's data base record. This will serve
to illustrate the basic methods employed by man
to communicate with the ECS.

The ECS data base holde a record for every
individual workiag withia the TA-55 complex.
These records must be accurate rt all tiwes since
they contain important authorization and statis
information. Only personnel holding cleared
laboratory badges and with & need to enter the
area on a regular basis are enrolled in the ECS
data base. All other personnel are enrolled in
the data base on a daily basis as cleared or un-
cleared visitors and are iesued vieitor badges.
The data base 18 checked and purged at regular
intervals to ensure its integrity is always at the
aoximun level.

All operators musBt know Lhe flrst-level pass-—
word timt 1¢ required to gain access to the ECS,
This level will permit the operator to enter re-
quests for unly certaln displays and reports, In
order to manipulate the data base, the operator

also must know a second password which is known
only to personnel who are aucthorized to alter the
contente of the data base.

The operator is able to perform the functicn
of altering the data base by selecting that option
from the operational menus. Figure 1 shows the
screen that 18 displayed when the "ALTER THE DATA
BASE" option has been selected by the operator
frou a previous menu. It can be seen that there
are many optionc available to the operator in
this directive.

The operator must enter the data base pass-
word as requested by the prompt in the lower left
quadrant. For security reasons, the password will
not appear on the screen ae it is being keyed-in.
If the correct password is not entered, the com-—
puter will display a message to that cffect in the
lower right quadrant and present the corrective
actions available.

Once the data base password has been vali-
dated by the computer, the message “ENTER OPTICN"
will appear on the screen. A "2" 18 enfered for
the "CHANGE A RECORD" option and the screen shown
in Fig. 2 will bc immediately displayed.

The operator is given the option to f:arch
for the individual's data base record using either
name or Z-—Number as the rey. 1ln this case, a "l1"
wvas entered and the prompt "KNTER Z-NUMBER" ap-
peared on the screen. When the operator enters
the Z=Number and the record is found, the screen
shown in Fig. 3 will be displayed.

The contents of the individual's data bas:
record are now displayed in the upper left quad-
rant. The prompt now reads “"ENTER FIELD NUMBER”
permitting the operator to change the contenls of
any of the flelds in the record. Once all the
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charges have been made, the screen shown 1in
Flg. 4 will be displayed. The operator may now
exercise the options to permanently change the
record {n bubble memory and to leave tiae "CHANGE
A KECORD" optium.

Various reports and displays may be rejucsted
by the terminal operators. For cxample, &« CRT
display and/or hardcopy report may be generated
tracking an individunl through the badge stations.
Othe: !mportant dispiays include those that pre-
sent tune bullding PF4 status, PF4 vault status,
and the current visftor activity.

Badge Reader Stations

Figure 5 schematically presents the oper-
ativnal wodules which comprise the ECS. It shows
the Jocations >f the badge reades stativns and how
they are connected to the controllers. The badge
readers acquire fntormatfon trom the user's badgen
and transalt the {nformation tu the contrullers
cnabling them to wmalotain the wtatus of all
personnel in the wrea at all) times,

Badge readers provide audio afgnals wiulch are
used as operational prompts to {ndicale a badge
cannotl be read, entry or exit 1s permitied, and
entry or exic {4 denled. 11 a bad;e canuot be
read, a4 “RELNSERT BABGE" fadlcator Is LIL and a
warble tone wounded. Whea a badge haw been vall-
dated and entry {u allowed, the "ENTEY PERMITTED"
fwlteator s 10t and a pleanant  ateady tone
wounded,  Upon exit, the "EXIT PERMITTED' indi-
cator will be 1t and a pleasnt puleating toue
sounded , It acronn 18 dented, the "ACLISS NUT
PERMITTED" (adfcator wild be Lit and a wathly tone
Aound.d.,

It the badye holder !4 an authorized special
nuclear materia! handler, the "SNM" jodlcator {n

3.

lit. If the badge holder i1s authorized to escort
visitors into Building PF4, the "ESCORT" indicator
is 1it.

Entry Into the TA-5 area requires a
Q=c learancr but not the apeclal authurization
necessary to access tne Plutonlum Facility. The
two rcadere located at the TA=55 entrance are for
monitoring personnel traffic fnte Lhe area and to
help locate persunnel who are in the svstem daia
base. 1f the TA-55 area becuomes an exclusion area
in the future, the ECS system will he {n place and
personnel cont vl can be {iplemented {mmediately,

There are two cutrles into bullding P4, the
plutonium  procecsing plant. They dare Guard
buatiuns 403 and 404, All personnel entering or
leaving PF4 must pass through one of these Lwo
stations. Jo gain eatry into PF4, the budge must
be surrendered to the guard who will pass {t
througl* the badge reader. If the person s
authvrfzed to snter PF4 and his/her training re-
cords are cumrrent, the appropriate indlcutor will
be lit and the proper audio tone sounded. 1t the
person 18 an authorized ewscort and/or an authur=
fzed mpeclal nuclear material handler, the appro-
priate Llndicator(s) will alse be illuminated per-
mitting the guards to properly pecform the accoews
control function for PF4. Upon exit, the badye
musl again be survendered to the guacd who passen
it through the badge reader.

A vault {n PF4 {s uned for wtorage of nuclear
materinln,.  Badge readers are located at each ol
the two entrancea to the vault. Tha purpose of
the badge readers In to record all tratlic en-
terfng and leaving the vault, Ferswonnel usfng
the vault are vequired to pans thelr own bhadges
through the badge readern and wtrictly adhere to
Lhe two-man rule of accews control.
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In the event an emergency situation occurs
in PF4, an alarm is gsounded and all personuel are
required to immediately evacuate to a preassigned
wuuster area. It 1 very impartant to quickly de-
termine whether the building has been completely
evacvated. There are three badge reader stations
located at the outdoor muster area that are used
for this purpose. All personnel are required to
surrender their badges to the responsible person
at one of the stations ao the badges may be passed
through the badge reader. In this manner, it is
poesible to quickly produce a report that will
identify any personnel who way atill be in PF4,

A badge reader is located at each of the two
entry doors to the TA-55 auditorium. These
readers are employed to record attendance at the
wmandatory training meetings. From this in-
formation, the ECS data base records are auto-
matically updated to reflect the current training
status for those individuels attending the meet-
inge. These readers also serve to provide the
information needed to produce attendance reports
for any type of meeting that may be held in the
auditorium.

There are badge readers located in the Group
Office and Site Control Room that are used to ac-
complish the same purpose. They are employed to
facilitate the enrollment of personnel into the
ECS data base, The information encoded on the
magnetic stripe 18 read and used to speed up the
enrollment process with a high degree of accuracy.
Also, badges that may be erronevusly encoded are
quickly identified.

There are tJo badge reader astations located
at the Building TA-55 electronics maintenance
shop. When a faulty badge reader has been re-
paired by the maintenance personnsl, it is
thoroughly tested on-line through these stations
to determine 1t it can be successfuily restored
to the system.

System Architecture

The new ECS has been dewigned blending the
hardware and software modules to achieve a highly
reliable and user-responsive wystom. Figure 5
presents the operatlional hardware modules con-
figured iu u manner that will ensure that the high
reliability mo critical to the operation of the
LS haw been realized.

1t is requited that the ECS be continuvusly
on=line. Heavy wsystem usage occurs durlng the
normal 8=tour Jday, 5=day per week schedule. After
houts and weekend traffic will range from light
to very light, 1lt is very lmportant for the ECS
to be operational at all vimes, Further, in the
event o!f a critical operational module failure,
the system 1w able to be automatlically recon-
figured without losing any trausaclions and with-
out comprumistng the contentn of the data bases.

The sywtonm complex ahown in Fig. b provides
the redundancy for offectlively and eirticlently
operatiug in a wustup mode. Thare are three
controllers {n the wystem each able vo communleate
with one another via the data communication link
inheled ECHNET,  Figure o pofnte out the major
sodules that cowprise the ECS controllern as well
an the modules with whilch they communicate,

SINGLE
BOARD COMPUTER

BUBBLE MEMORY
RAM
EPROM

COMMUNICATIONS
INTERFACE

|— HOST
CRT/PRINTER

BADGE READERS
BADGE READERS
— ECSNET
— ECSNET
—— CLOCK
— VOICE SYNTHESIZER

CONTROLLER
TA-55 ENTRY
CONTROL SYSTEM

Fly. 0.

The bubble memory module in the controllers
enables this configuration to be a most feasible
solution to the problem of operating with and
maintaining a dynamic data base. ECSNET is the
module tnat permits the same date base contents
to be redundantiv present and usabie {n all three
ol the controllers well within the necessary
operational time constraints. The contents of the
EtS data bares In the turee controllers must al-
wny i be operatlonally “alilke.,” The wspred and
pro essing power of cthe microprocess.r modules {n
the controllers have made this desipn approach
possible.

Each badge reader {8 cunnected to two con-
trollers through Lwo=-party 1'nes as  shown in
Flg. 5. This redundancy provides an alternate
line to another controller in the evenl an ouluyge
occurs on elther of the party lines or I[n ovne of
the controllers, Each controller (s in communi-
catlon wiih the oLher contrullers via ECUSNET,
ECSNET {8 the collection of the nardware and woft-
wire nceded by the controllers to tranamlt and
recelve menuaped {rom one to another.

Figure % shcew each coutrolle: able to com-
municate witn o hosl system. Uperatlonal data and
the dutn Ladia ure transmlitted to the host by the
romtrollers fur storvage and more elaborate report
graerativia.  The bunt may alwo transmit data bascw



to the contrullers as required. The host aystem
is currently a Hewlett Packard E-Series HP-1000.

ECS performance 1y not degraded when a single
controller is lost to the system. The system will
notify the operator, automatically be reconfig-
ured, and continue with its normal operation.
When two controllers are lost to the system, it
18 etill pogsible to provide most of the system
functions although somewhat degraded. However,
the most important function of controlling &2ccess
to PF4 will still be possible.

The two system CRT terminals are Hazeltine
ESYRIT I1I units. The printers are OKIDATA MLB4s.
These units were selected because they better
satisfied most of the system operational peri-
pheral requirements.

The badge readers are manufactured by HARCO
Industries, Inc. These units are based on the
8085 microprocessor and feature dual data communi-
cation ports, wipe-through read mechanism, 8ix
indicator lights, audio ton=8, and self-test diag-
nostics., HARCO producea both standard and port-
able badge readers. The ECS uses portable readers
at the auditorium and muster areas. Standard
badge readers are available in the wall-mounted
or table-top models. ECS utilizes both types.

The controllers are based on tae Intel
802458BC microprocessor board. For primary memory,
they are each equipped with 8K SBC30l1 :AM and 32K
2764 EPROM modules. For secondary storage, they
each contain the ISBC 254S-Z bubble memories.
Currently, the controllers have two bubble
memories, 128K bytes in each bubble chip for a
total of 256K bytes. Bubble storage can be ex-
panded to a total of feur units ylelding & wmaxi-
mum of 512K bytes per controller. Each controller
has nine RS232 data communication ports and Fig. 6
shows the port assignments.

There are currently 600 users in the oper-
ational data base., The new ECS wlll accommodate
1200 users in the data base plus another 1000
transactions for loyging of perscnnel who are not
in the data base but visiting the area. The ECS
data base will also accommodate all the additional
information generated by providing the auditorium
control functions.



