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CURRENTSTATUSOF

LINK ACCESS CONTROLAND ENCRYPTION SYSTEM

by

Ed Springer, Los Alamos

The purpose of this project is to

develop necessary technologies for the

secure protection of data communication

networks. Data encryption equipment,

using the Federal Government’s Data

Encryption Standard (DES) algorithm, was

designed and developed. This equipment

is the Link Access Control and Encryption

(Link ACE) system. It protects

unclassified sensitive data transmissions

over unprotected lines between central

computers and remote terminalc. Link ACE

units have been installed and are

operational in the Depart!nent of Energy’s

Central Personnel Clearance Index (CPCI)

system.

The ACE system project was begun as an

informal survey of !)ES dev?.ces available

through the commercial market. The DES

algorithm, a mathematical operation for

encrypting data, was developed by lBM

researchers and approved in 1977 as the

ntandard of the Federal Government by the

National Bureau of Standards (NBS). At

the timne of the study, although there

appeared to be an assortment of

commercial companies competinfJ for a

pouitf.on in the data link encryptor

markut, no commercial effort was directed



at computer file encryption devicee. As

a result, the effort at the DCY Center

for Computer Securiiy (CCS) at Loe Alamos

was initially directed at developing data

file encryption devices to fill the void

in the commercial area. The CCS has been

succemsf ul in developing a personnel

accees and data file encryption system

known aa the Transportable ACE system.

This development came at a time when the

commercial market had failed to develop

the devices needed for the DOE

applications. It was t.oped that

commercial organizations would perfect

data link encryptor designs and lower the

coat of such units through market

expansion, but this did not happen. Many

commercial organizations dropped their

link encryptor design efforts, enabling

those remaining to increaee the pric~’s of

the ir unite because of weak market

penetration. As a result, the Ccs
developed a link encryptor, ueing the

technology and hardha~e from the

Transportable ACE system. The use of

etandard hardware has improved

functionality and lowered cost to meet

DOE requirements for unclaesifieu

sensitive data link encryption.

The Link ACE system is part of a

continuing effort to produce a full range

of computer ●nd communication

data-protoc%ion tools for the DOE. The

Link ACE systmm has been installed in an

operational tent bed on the DOE CPCI



ayatemm The CPCI system is a clearance

information data base network in

Germantown, Maryland, with remote

terminal points at 10 DOE area offices,

Link ACE dtee It possible to send

unclaaeified sensitive data in a secure

manner between the area offices and DOE

Headquarters ueing dial-up telephone

communications. Remote Link ACE units

are Inetalled between terminals and

dial-up modems at the area offices, and

Master Link

between the

aur-answer

ACE units are installed

central computer and

modems at the DOE

H’.-uqucrrers Computer Facility- The Link

ACE devices are used in ?hysically

protected areaa, and personnel With

access to these areaa have a DOE “ “Q

clearance.

The Center for Computer Security has

now develcped a new and better link

encryptor, the Link ACE 11. It will be

uued ill the Hecrlqu:lrters CPCI system

along with the previously developed Link

ACE . It will also be used in other

Beneitive unclassified application.

This new link encry~tor provides the same

functionality and characteristics as the

previously developed Link ACE. Tamper

d~tection has been added for uae in

controlled aream with varioua access

levels. This unit is emaller, faster,

and more coat effective than the previous

Link ACE.

The purpose of thie Link ACd 1[

project has been to develop II pair of



s

encryption units (one Master, one Remote)

to be used to protect unclaeaifled

sensitive data trant3miaaiona over data

links specifically between central

computers and remote terminals. The Link

ACE II units could be easily adapted to

operate in other types of data link~:

between personal computers, in networks,

between computers, and between networks.

The Link ACE II is designed tc fit on one

printed circuit board. The design logic

is primarily CMos except for the

emryption chips. The DES chips used in

the Link ACE II were approved by the NBS.

The DOE Center for Computer Security

at Los alamos National Laboratory has

developed the Link ACE II for the DOE to

be used in secure as well as unsecurc

areas. This equipment haa been designed

with flexibility and at a reasonable coat

in comparison to commercially available

units. The Link ACE 11 allows for

frequent and simple Key Encrypting Key

(KEK) selectjon while at the same time

preventi~ exposure of the KEK to the

user or operator. KEK selection Is

allowable only at the Maater Link ACE

11. The Data Encryption KMys (DEKs) are

generated internally and randomly by the

equipment usin$j DES.

The Link ACE 11 provides a

cost-effective ❑eans t.o securely protect

sensitive unclassified data during

transmission over unprotected

communications l[nke.


