LA-UR -B4-465 CONF -OY0¥ /1§y — "'OR

Los Alamos Nawonal Laboratory is operated by the University of Callfornia for the Unined Sues Department ¢i Znergy under contract W.7403-ENG-38.

tmLe: CURRENT STATUS OF LINK ACCESS CONTROL AND ENCRYPTION SYSTEM

LA-UR--84-465

DE84 009604
auTHOR(s): Ed Springer

susmiTTep To: /th DOE Computer Security Conference, New Orleans, LA,
April 10-12, 1984,

DISCLAIMER

This report was prepared as as accoust of work spossored by an ageacy of the United States
Goveramest. Neither the Usited States Government wor any ageacy thereof, sot any of their

smployws, makes asy warranty, express or implied, or sseumes say legal Lisbility or respossi-

bility for the sccuragy, completeuess. or usefsleces of any isformation, apparstes, prodwt, or
m:-mum—umuu-muuwmmmm
once harela to any specific commercial produot, proosss, or service by irads sasme, trademark,
menufacturer, or otherwise does not necessarily cosstituts or imply its cadorsomsest, recom-

meadstion, or favoriag by the United States Government or any agency thersol. The

and oplaloss of suthors eapressed herela do nol mecomarily state or reflect those of the

United Stetes Government or any ageacy thereof.

By sccepiance of 1his srticie, 1he Dublisher recognizes that the U.8 Governmaent retains a nonesciusive. 10yaity-free liconse to pubksh or reproduce
the pubiished form of 1his contridution. of 1o aliew others to do 80, for U.8. Governmeni purposes.

The Los Alnmulﬂnlmu Laborstory requests that the pubiisher identily this aruicie as work pertormed under ihe avspices of the U.3. Deparimen of Energy.

DISTRIBUTION OF THIS DOLUMENT IS UNQIMITED

LOS AlamMOS ixameseioratso


About This Report
This official electronic version was created by scanning the best available paper or microfiche copy of the original report at a 300 dpi resolution.  Original color illustrations appear as black and white images.



For additional information or comments, contact: 



Library Without Walls Project 

Los Alamos National Laboratory Research Library

Los Alamos, NM 87544 

Phone: (505)667-4448 

E-mail: lwwp@lanl.gov


CURRENT STATUS OF
LINK ACCESS CONTROL AND ENCRYPTION SYSTEM

by
Ed Springer, Los Alamos

The purpose of this project 1is to
develop necessary technologies for the
secure protection of data communication
networks. pData encryption equipment,
using the Federal Government's Data
Encryption Standard (DES) algorithm, was
designed and developed. This equipment
is the Link Access Control and Encryption
(Link ACE) system. It protects
unclassified sensitive data transmissions
over unprotected lines between central
computers and remote terminale. Link ACE
units have been installed and are
operational in the Department of Energy's
Central Personnel Clearsnce Index (CPCI)
system.

The ACE system project was begun as an
informal survey of DES dev’ces available
through the commercial market. The DES
algorithm, a mathematical operation for
encrypting data, was developed by 1BM
researchers and approved in 1977 as the
atandard of the Federal Government by the
National Bureau of Standards (NBS). At
the timne of the study, although there
appeared to be an assortment of
commercial companies competing for a
position in the data 1link encryptor

market, no commercial effort was directed



at computer file e-ncrypt:lon devices. As
a regult, the effort at the DC¥ Center
for Computer Securiiy (CCS) at Jlos Alamcs
was initially directed at developing data
file encrvption devices to fill the void
in the commercial area. The CCS has been
succesgful 1in developing a personnel
access and data file encryption system
known as the Transportable ACE system.
This development came at a2 time when the
commercial market had failed to develop
the devices needed for the DOE
applications, It was Loped that
commercial organizations would perfect
data link encryptor designs and lower the
cost of such units through market
expansion, but this did not happen. Many
commercial organizations dropped their
link encryptor design efforts, enabling
those remaining to increase the prices of
their units because of weak market
penetration. As a result, the CCS
developed a 1link encryptor, using the
technology and hardware from the
Transportable ACE system. The use of
standard hardware has improved
functionality and lowered cost to meet
DOE requirements for unclassifieu
sensitive data link encryption.

Thne Link ACE eystem 1is part of a
continuing effort to produce a full range
of computer and communication
data-protec~ion tools for the DOE. The
Link ACE sysiam has bean instulled in an
operational test bed on the DOE CPCI



system. The CPCI system is a clearance
information data base network in
Germantown, Maryland, with remote
terminal points at 10 DOE area offices.
Link ACE wmakes 1t possible to send
unclassified sensitive data in a secure
manner between the area offices and DOE
Headquarters using dial-up telephone
communications.‘ Remote Link ACE units
are 1installed between terminals and
dial-up modems at the area officen, and
Master Link ACE wunits are installed
between the central computer and
aut n-answer modems at the DOE
RHe .uquorrers Computer Facility. The Link
ACE devices are wused 1in ohysically
protected areas, and personnel with
access to these areas have a DOE "Q"
clearance.

The Center for Computer Security has
now develcped a new and better link
encryptor, the Link ACE II. [t will be
used 1u the Heedqurters CPCI systen
along with the previcusly developed Link
ACE. It will also be used in other
sensitive unclagsified applications.
This new link encry.tor provides the same
functionality and characteristics as the
previously developed Link ACE. Tawper
detection has been added for wuse 1in
controlled areas with various access
levels. This unit 1is smaller, faster,
and wore cost effective than the previous
Link ACE.

The purpose of this Link ACe IT

project has been to develop o pair of



[ g S

encryption units (oﬁe Master, onme Remote)
to be wused to protect unclassified
sensitive data transmissions over data
links apecifically between central
computers and remote terminals. The Link
ACE II units could be easily adapted to
operate in other types of data 1links:
between personal computers, in networks,
between computers, and between networks.
The Link ACE II 1s designed tc fit on omne
printed circuit board. The design logic
is primarily (MOS except for the
encryption chips. The DES chips used in
the Link ACE I1 were approved by the NBS.

The DOE Center for Computer Security
at Los alamos National Laboratory has
developed the Link ACE II for the DOE to
be used in secure as well as unsecure
areas. This equipment has been designed
with flexibility and at a reasonable cost
in comparison to commercially available
units. The Link ACE II 4allows for
frequent and simple Key Encrypting Key
(KEK) selection while at the same time
preventing exposure of the KEXK to the
user or operator. KEK selection 1is
allowable only at the Master Link ACE
I7. The Data Encryption Keuys (DEKs) are
generated internally and randomly by the
equipment using DES.

The Link ACE I1 provides a
cost-effective means to securely protect
sensitive unclassified data during
transmission over unprotected

communlcations links.



