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A major purpose of the Techni-
Information Center is to provide
broadest dissemination possi-
of information contained in

DOE’s Research and Development
Reports to business, industry, the
academic community, and federal,
state and local governments.

Although a small portion of this
report is not reproducible, it is
being made available to expedite
the availability of information on the
research discussed herein.
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This official electronic version was created by scanning the best available paper or microfiche copy of the original report at a 300 dpi resolution.  Original color illustrations appear as black and white images.
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In the past the application progranmner was
frequently isolated from the computer security

professional. The target machine might have
various access controls and security plans, but

when the programmer delivered a new application,

it was rarely scrutinized from a security stand-

point. Security reviews of application code

are now being used to overcome this apparent

oversight, but these reviews are often hampered
by a lack of knowledge among progranmners of
techniques that rrwke code secure and facilitate

security analysis of the code. This paper in-

tormi+lly describes fifteen general principles
fur producing good code that is easily reviewed.
This paper is not a tormal guideline, but is
intended as an il~side view of how one reviewer

looks at (:odv Irom a security stiil]dpoil~t.

1. 1 clistr~lst ally (’ode LhaL uses obs(-ure fea–

tur~!s in thu l;IIIgIwige ;~nd/or iivuids effi-

cient tvtlturt!s consistent ly. The ohsrure

featllres tend to bu the I.nes hti(-kers USN.

the efficient OIIeS iir~ ILsutilly well-debu~ged

ti[ld Nut 1’. I wondwr if Lhu pro~rnmmer is

sloppy, Lryillg LO ht: tltitilIy, or hidiilg pr[)b-
1emu.



7. Uhen it appears that security features were
implemented witho~t orderly planning, I have

to believe that the code rannot be trusted.

If five similar but different routines are
ubed for password collection, I doubt that

all five accomplish the task with LhL: same

level of skill. Probably at ieas~ ~ne of
them will be untrustworthy. Yet it I see

just one password routi’le called in every
place where a password is required, I can

study the rolitine and know that every call
behaves the same.

8. Large systems in secure envirdnme[lcs must
have some kind of logging built into them.

The log not only catches abuse of the system

after delivery, ~ut it can be used to con-

firm correctness also. 1 question whether
the prograrmner really checked the stvp-by-
step behavior of the systeru if no log was

built in. There is also ~ delicate balance

between keeping too much inforrnat ion and

keeping LOO little.

9. I always ask about account management and
where the rode will go in che machine. “rhere

are cuu[ltless coll(.erns iihout arrount priv-

ileges and protect.ioll of files. [deally,

the executable (-ode tih~)uld go into il limite(i

l’aptive accou[lt. Data tiles and suur~’u cudu

sholll(i be in arrou[lts thi+t (Sanllnt be r(!ii(”hed
it the raptive ;v.rouut is coIIII)IIJIII~se(l. [

reHlize that not every system (till t)e (’on
t igured in this way, but the goal 111 pro-
tecting code and data files from (“ii~litil

modit icatiol~ or study mu}.t be co[lbitlert?d,

10. Plan for .9ecurity even if the customer seems

bored. If they retuse to arrept serurily
features now, leav(! room 10 them ~lnyw~y.
More se(.urity rc,~uiremt![lts for :Ippl i(.ntio[l

(odes ~ire i[levilahlw. AddiI~R se{-llrity teti

turt!s to exi*tiI~g (.()(It’ is diIt icul[ iill(i Inny

torre Illldesiral)le (.~)mpr[]mitivs it pool’” I)lilll,.

II ing WII* (I,)[lc whvll the (f!(l(: w;~s (l~!sigllt’d.



examine a L’tid~ with messy addit ions thaL

could have been t’~)reseen; frequently the

addition breeds undesired side–effects L)l]

the original code.

12. I firmly believe that team projects must

have constant peer review of the design anti
code for a viable system to emerge. Running
peer reviews (known as “walkthroughs”) is
difficult, but publications are available
with procedures and forms that minimize per-

sonnel problems. The walkthrough ensures

consistency and correctness throughout Lhe
project. Such checking must be done during

a SeCUriLy r~vLC2bJ, so iL maktis sense tO dO

it during dev~lopment when problems can be

easily corrected. The programmers haue the

responsibility to produce good code; the

security reviewer should merely check that

the prograrrsner did his or her job.

13. Uhere a usernarno/password protection scheme
is used I always examine the choices made
for surh pr(]te(.tion with a very critical

eye. Why have passwords at all if the pass-

word file is easily exami[led or if passwords

appear on the screen as they arc typed? A

passwur(l sybtdm must be vt

provides II() Sc(-tirity ;it All

~1,. 1 distrust Iargti systems w
t-{)(lil)g stylt!.+ represt!rl:cd.

m~lst fihi t t ~t!i+rs ~.ti[’11 t ink”

ry robus~ or it

[h i+ v;+riety ot
[Jllr illg review 1

ii 1115W Style d~-



In sumnary, writing (’ode to facilitate secu-
rity analysis is really a matter ot producing
professional, quality code. Clear, well-do(-u-

mented code is usually secure. A thorough read-
ing will ccnfirm that i[ does its job well and
probably won’t admit surprises. Analysis of
poorly written code with little documents’.ion
is tedious and unsure. Hidden surprises are
more likely and the reviewer is forced to guess

at the thuughts of the programmer. It is my

opinion nwverick programmers who refuse to trait
neat , well-documented systems should not be
allowed to work on code for secure applications.
The maintenance and analysih of such systems is
just too tenuous tor all professionals involved.


