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NETWORK SECURITY AND THE
GRAPHICAL REPRESENTATION MCDEL*

Jared S. Dreicer, N-4, MSE541
Laura Stolz and W Anthony Smith, Graduate Research Assistants

DOE Center for Computer Security
Los Alamos National Laboratory

P. O. Box 1663
Los Alamos, NM 87545

This paper describes :he underlying conceptual design and investigative approach used dur-
ing the development of the Prototype Graphical Representation Model. The initial problem was to
characterize arid develop the fundamental theoretical foundation for modeling the features of com-
puter networks. Thi~ research was influenced by the desire to investigate graph theoretical prob-
lems, in gene:al, that are common to mi=.nydifferent systems and disciplines. A computer network
is a specific graph theoretical problem, ‘1’lis paper provides details on the early research into the
relation between computer networks and graph theory and the optimal representation of computer
networks for sscunty analysis.

L IN~ODUCTIO~

The Prototype Graphical Representation (PROGREP) model effort is funded by the Office of
Safeguards and Security at the Depiutment of Energy (DOE) primarily to investigate security in
computer networks. The PROGREP Model also includes the capability to investigate information
flow in communication systems and to provide a graphical display of these communication systems
and networks. At this time stand-alone computer systems are exceptional; the trend in new w-id
mcxiified computer systems is toward networking because it provides benefits such m economics
of scale, enhanced productivity, efficient communication, resource sharing, and increased reliabil-
ity [ 1]. Inherent in the desire to network is the implicit acceptance of increased inter~onnection
with other computers that may also be interconnected to other unknown computers or networks.
This increased connectivity can result in a combinatoria.lly explosive number of communicating
computers. Networking, however, also presents a challenge and potential disadvanttigcs wi[h
respect to maintaining and ensuring the integrity and security of the networked computer syswms.
Further, networking creates a large number of other related problems, such as path routing,
scheduling, network control, cycle generation, maversability, wd connectivity [2-6]. Security and
other problems are of particular concern depending on the classification and character of the dtitu
that i-ire processed, stored, or transmitted cn computur networks and commuriictttion systems,
These iss~es are of panicular concern to the DOE because of the sensitivity anti nutiomd security
nuture of the data that are processed and stored on DOE und DOE contractor computer systems.

The DOE has a large number of local area networks (blNs) and subnets (small LANs con-
m“cted to Iwger networks) and is connected to a variety of natiorml and intermttionid networks
(e.g., BITNET, HEPNET, ARPANET). DOE also operutes severid wide-urea networks for its
own use (e. g., NWCNET), For DOE contractors to perfm-m their work efficiently, compu[cr twt -
works tire necessary, however, the more they are needed, rh~ more importunt it is to detcrr-nine
methodologies imd pr ~:edures to ensure the network security. The following rcucnt events
dcmonstritte the need for applied rcseurch and development in network security: the Gm-mutl
Chitos Club’s infiltration of computer syst~ms tit vurious U.S. government orgunizutions iit)d vilri -
ous penetration rtttempts and attacks on other government orgitnizuliors thitt tire ori lhc
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INTERNET. The rapid emergence of networks has been beneficial, but network securicy research
has just been initiatd. The knowledge, tools, and capability to sufficiently understand and address
the problem are in short supply. The applied research for the PROGREP model is the first step in
developing a research program, tools, and methcxiologies to investigate network security.

Although the PROGREP effort was funded to conduct applied research into computer net-
work security, the model appears to be applicable to many other disciplines. There are parallels
between the basic graph theory principles of computer networks and systems that can be portrayed
by graph structures. For example, the PROGREP model also applies to the safeguards discipline.
In computer security the intent is to protect the data and information on computer systems; in safe-
guards the intent is to protect tie special nuclear material and the inventory data related to the mate-
rial. With modifications, the PROGREP model could represent special nuclear material process
lines, which are fundamentally graph wructures. The PROGREP model can currently represent
process lines (directed grapl]s) but will need to be modified to characterize the real world and
model specific safeguards systems.

Puw

The PROGREP system is being developed to (I) better undei stand computer networks for
future research and development; (2) provide a tool capable of graphically representing any com-
puter network, which is required by computer security personnel; (3) create methodologies that
detect and indicate security relevant information and events and check the security of proposed
network topologies; and (4) expand the means to conduct further network security and graph
[heory research.

The primauy goals of the PROGREP research are to help system security personnel check the
security of existing networks, to determine the security of proposed networks, and to conduct
applied research into graph theoretical problems. Therefore, it is our goal to prcduce a realistic and
valid network representation system, not the ultimate system. While developing PROGREP, we
tried to provide a useful tool for computer security personnel. Our ultimtite goal is to provide a
means by which security personnel may enhance their understanding and the security of or ~ctutil
computer network.

Iv- P~ lMODEI, SYSTEM SPF~
.

The PROGREP software system has been implemented on a Texas Instrument Explorer
using the expen system shell called Knowledge Engineering Environment (KEE), Common Lisp
methods, icons, object-oriented programming methodologies, and KEE Pictures for graphical dis-
play [71. ,The PROGREP malcl provides a user interface [hat is designed to allow a user the ubil-
Ity to rupldly and efficiently represent graph components, their interconnections, and interreltition -
ships.

Objected-oriented ~rogmmming methodologies natumlly complement the softw~re develop-
ment, result in e eneritllzed tool, and enhance the functionality of a graph struc!ure systcm. This

fis ctresult of the ependence on set theory for defining graphs and on the absmxt notion of pussing
information (e.g., material) among vertices along edges. Objects are entities [hut can be described
us having behavioral or cognitive capabilities (procedures) as well us physlcid assets und tittnbutcs
(data) [81, There m two main concepts that distinguish object.oriented programming: mcssi~gc
ptissing and specialization [9, 10]. Message passing is the functional essence of object-orien[cd
progminming; all activity is dependent on the unction-response” from sending rnesstiges txtwccn
objects, Message passing is equivalent IO a sophisticated procedure cull, S~eciulizi.ition is the
uombinmion of data structure, class inheritwtce, nnd dam hiding (due to inherttmwe constrtiints).
Specitilizution mthunces object hierarchies, dutti ubstrwtion (through inheritance), and inst:mtintion.



Object hierarchies or classes allow objects to be either exactly alike or almost alike with respect to
the physical (data) and behavioral (functional) characterization of the system being modelled. Data
abstraction eases the burden of data modification. and input and also reduces the specification of
redundant information due to the inheritance features. Instantiation uses the inheritance hierarchy
to specify an individual object. The PROGREP model employs these methodologies by defining
two main classes: compoi~ents (vertices) and links (edges). The physical and behavioral informat-
ion that is related to a particular component or link is controlled by the own/mem&.r class inheri-
tance constraints available in KEE [7], The PROGREP model extends the concept of object-
onented programming by the use of objects as icons. An icon is a behaviorally functional and
physically characterized graphically operational object.

v. CONC~U& DESI~

The first phase of the development of the PROGREP model was to establish an analytical
basis by which to generically define computer networks. An additional constraint was that the
model must be flexible in representing and characterizing real-world systems (e. g., computer net-
works and nuclear material process lines). We imposed this requirement so that other research
effons in the Safeguards Systems Group and at the DOE Center for Computer Security at Los
Alamos National Laboratory would benefit from this latitude. During this phase of the effort, it
became apparent that there was no clear tezhnica.1description of a computer network.

What is a computer network? Can a stand-alone computer constitute a computer network?
Regardless of the answer (one could contend hat a massively parallel computer is a network), is it
necessary to include stand-alone representation in the PROGREP model? Are computer networks
different than distributed systems? These were some of the questions we addressed during the
early phases of this research. We addressed these questions in terms of the capabilities desired for
the PROGREP mcxiel. Evec though a stand-alone computer is not typically cons; t!ered a computer
network, we included the capability of representing stand-alone computers I: the PROGREP
model,

In PROGREP our definition of a computer network is vcw general. It is any collection of
interconnected, autonomous computers or components of slave hardware (e.g., printers, disk stor-
age components, or plotters). If two or more computers or components are able to exchimge
information, that they are interconnected, This definition of a computer network complements lhc
definition of a graph. A graph G = (V, E) is a structure thiit consists of a finite set of venices V
and a finite set of edges E (an edge is specified by an unordered pair of distinct venices). In ihc
PROGREP model, computer networks are fundamentally ~epresented and cha.mcterized in tcmls of
graph theory and graph structures. A network N = (C, L) is a structure that consists of a finite SCI
of components C and a finite set of links L (a link is specified by an unordered pair of distincl
components), The components (computer or slave hardware) of a computer network (e,g., com-
puter, gateway, printer, or disk storage) are defined in terms of venices und the interconnections or
network links are defined in tens of edges, These links may be either uni - or bi-directiorml und
physical (an actual connection) or abstract (hardware data transfer compatibility but no actual con-
nection),

In the PR~REP model, stand-alone computer security and network security requiremcnrs
and limitations are modelled as constraints m the components and ttcross the links of [he repre-
sented network ($raph structure) [ 11,121, Typicully, computer security programs depend on
organization-specific policy statements. These policy sttitements u.re gcnertilly implemented by
imposing constraints, procedures, and restrictions in the following aretis: hurdw~e/sof!w:wc
security, telecommunications security, udministmtivc security, personnel security, and physiu:ll
security [ 13- 16], The PROGREP model addresses some of the issues ussocititcd with the UIWVC
mentioned nrcns but is primurily a security assumncc, design, und analysis system, The :ypcs 01’
security checks addressed are reltited to compmibility, consistency, tind suituhility of h:wdwurc



designations and interconnections. Additionally, the transfer of data from a source to a destination
is scrutinized for the creation of a cascade problem [17], [he existence of unacceptable operation
modes, and other transmission path problems. Because we decided to include stand-alone com-
puters in addition to computers connected into a network, it was natural to divide the computer
network security problem into two sub-problems. One represents and chamctenzes the stand-alone
computer security risks, and the other represents and characterizes the network security risks.

LSLanLAlon~ Cmuu@r swW
.

Our maiel of the security of a stand-alone computer depends on data classification level, user
clearance level, the machine’s evaluated product lists (EPL) level, the operating mode of the com-
puter, and a protection index [13-16]. The security risks on a stand-alone computer are related to
computer access, data integriiy, and data sensitivity. The data stored and processed on a computer
are assigned a classification level which retkts the importance of protecting r-heir integrity, that is,
preventing inadvenent or intenbonal mociificaaon, destruction, or disclosure of the data. Users of
the computer are assigned clearance levels and need-to-know permission which allows redwnte
access to data in the computer that have been assigned an equivalent or lower classification level.
The EPL level of a computer indicates its ability to prevent L,J indicate unauthorized user access to
data. The operating mcxie of the computer is either dedicated, system high, companmented, or
multilevel. The protection index depends on the user clearance level and the data classification
level relative to the EPL level of the computer on which the data are stored and processed. The
protection index reflects the inherent vulnerability of [he data to access (i.e., highly classified data
accessed by an uncleared user) on a particular computer. Using the protection index, PROCREP
specifies the minimum EPL level acceptable that is needed to keep the data from being vulnerable.
Because the protection index is a function of the user clearance and data classification levels, the
security requirements for a stand-alone computer translate into the protection index indicating the
required minimum EPL level that the computer must mcer.

To detem~ine wnether or not a stand-alone computer meets its security requirements, the
PROGREP model determines the appropriate operating mode and EPL level from the user re-
sponses. The algorith[li that carries out the operating mode check is as follows:

(1) Determine whether all users on the machine are cleared for the highest data classification
resident crt the machine. If some users are net cleared for the highest data, then the
machine operating mode should be Multi-1evel.

(2) If all users are cleared for the highest data on the machine, then detemline if compart-
mented information exists on the machine, If no compwtmented information exists on
the machine, then determine if all users have a common need-lo-know for rdl data on the
muchine. If ali users have a common need-to-know for all dtita, then the muchine
operating mode should be Dedicated, If some users do not have a common n~ed-to-
know for ail the data, then the machine operating mode should be System High.

(3) If all users are cleared for the highest duta on the machine and if compartmented infor-
mation exists on the machine, then determine if all users have access to all compmments
on the machine. [f some users do not have access to till compartments, then the mtichinc
operating mod? should be Compartmented. If all users hove nccess to all compartments
and have a common need-to-know for all dam, then [he machine operating mode should
he Dedicated. If all users have access to all compartments and some users do not htive ti
common need-to-know for ail datri, then the mtich!ne operitting mode should he System
High.

The ulgorithm t.ht implements the EPL Icvcl check is as follows [ i 3-151:

(I) Culculute the protection index based on the user specified dutu cltissifkwtion Icvel, nccd-
lo-know access, and urier clearance level. Note: [In Refs. 14 tind i 5, this protection
index is referred to us the risk index, wtd there is idso tt siight indexing difference.1



(2) Determine the minimum EPL level required to satisfy the protection index,
(3) Calculate the designated machine’s actual EPL level based on the types of security fea-

tures (i.e., authorization, audi~ and access controls) that are present.
(4) Compare the machine’s actual EPL level with the minimum EPL level required (based on

the protection index), and ensure that the actual EPL level is greater than or equal to the
rn.hlimum EPL level.

These algorithms are also used when determining the security of a network.

B. Network Sec~
.

We have based the model of network security on an extension of the notions presented above
for a stand-alone computer, i.e., data classification level, user clearance level, computer EPL level,
operating mode of the computers, and a protection index. A network is composed of individual
computers interconnected by links. Hence, each computer has the individual security risks con-
cerning computer access, etc., previously discussed and the propagation of local risk [ 17], which
is related 10 the possibility of a vulnerability on an individual computer propagating to one or more
computers linked in the network, The propagation of local risk can cause a network vulfierability
to appear as if it were a stand-alone machine vulnerability.

Therefore, one would think that a simple solution would be to collapse and treat all the com-
ponents in a network as a single computer system. This would require determining the highest
data classification level, the lowest user clearance level, and the resulting protection index for each
component. Employing these protection indices, one would then have to determine the minimum
EPL level required for every component on the network to ensure that it is secure given the worst
case security requirement (low user cleamnce and high data classification). Having determined the
applicable worst-case minimum EPL level, it would be required for all components on the net-
work, regardless of circumstances. This is neither a realistic nor a feasible solution. It would
severely diminish the benefits of operating on a network. Insread we have approached the problem
from a systems ptmpective.

With respect to security, a network can be thought of as the combination of various subsys-
tems. Each component and each link of a network are subsystems that have specific requirements
and risks associated with thcm. This systems perspective permits the security features of [he
he~erogeneous subsystems to be evaluated in terms of a homogeneous network.

The algorithms thut we employed for stand-tdone computers are mmsfemble with modifica-
tions and extensions to deal with the interconnectivity inherent in networks, The major secuiity is-
sues that are unique to a network are the propagation of local risk al~d the cascade problem [ 13,
171. The cascade problem is concerned with desensitizing data (lowering the classification level)
on onc computer and then tm.nsferring the data to another computer at the lower classifictition lev~l.
These two problems make securing networks more complex because of the need to treat individual
protection indices, risks, And security features from an aggregated perspective. We ilppro:~~hd
this systetn’s problems by initially ensuring the security of the individual computers (as described
in [he revious section), Then when a connection (link) is crewed, it is assigned u maximum dum

?classi icution level. This classification level is used to determine the data trimsfer cuptibili~y of the
link with respect to the specifics of the components being interconnected, Further security checks
are executed to ensure that the heterogeneous components act in a homogeneous manner with
respect to the network, Some of these checks ddress the operming mode and protocol con?ptitibil -
ity between interconnected computers, the possible creation of a multilevel ~ystem, tind the indiuti-
tion of t-tcascnde problem. Briefly, the algorithm that implements the link security checks is w;
follows:



(1)
(2)

(3)

Determine the maximum data classification level of the link.
Execuce a connection check to determine what is being interconnected. There are three
possible cases: two links are being connected, a link and a component are being con-
nected, or two components are being connectai.
Depending on the interconnection case, further checks are executed. For the link-link
connection, a data classification compatibility check is executed. For the link-component
connection, a comparison between the link data classification and the data classification
of the component is executed. For the component-component connection, compatibility
checks for operating mode, user clearance and data classification are executed, and then
a cascade problem check is invoked. The cascade check implements the nesting condi-
tion test [17]. If the nesting condition test fails, a modified version of the stand-alone
EPL level algorithm is executed.

The combination of all these checks ensures the sectity of the network or at least provides
indications and warnings to a user of any security problems with the configured network. Further
research has been conducted on ensuring the security of manumissions across links.
Methodologies and algorithms have also ken developed that allow the determination of security
and constraint problems on network paths, A brief discussion of the current PROGREP model
will indicate the nam.re of the capabilities and security fealures that have been employed.

VL FUNC ‘rIf/N~ION OF T HU2RmRUwQwl

We sought to develop a generic model that allowed security personnel to consider “whtit-if’
questions in the computer network and security domain. New configurations, policies, protocols,
hardware, software, and operating concepts are continuously developed and deployed. The abili[y
to use these developments or encourage their use in a cost-effective manner, in part, depends on
our capability to determine their operational impact on secwity. To determine this impact, it is nec-
essary to configure and cha.ractenze the computer systems forming a deployed network. This
allows security personnel to specify the particular security-related characteristics of their network
and to then determine their network seclltity problems or concerns. The PROGREP model pro-
vides ii mechanism that intelligently directs the user to provide the necessary input and allows [he
user to create a display of the network configuration. This intelligent intelface aids in the dynumic
network creation by providing logical control of the specification of the computer characteristics
and security factors through the use of text and graphics. There are two major steps in the network
representation process: building and displaying the network and related information. Both
functions are carried out by menus activated by mouse buttons.

L Network DhdAV hnstims
Five display menus correspond to itnd are named for the five objects that appear in a net-

work: a network, a sub-net, a machine, a backbone, and a link. (The same as in the construction
section. ) These menus are employed as descrioed in the construction menu section. The hiemrchy
of menus and menu functions is as follows:

Display Menus

-—— .— —— —— .. —.. ———

Network Menu SubNet Menu Machine Mem BacJdmneMenu Link Menu
-.—— —.. .—. — _-- ———_ __— .————— —.

Allrlbules Atlrlbutes Atlrlbutes Attributes Altributos
Magnillcalion Transmit Msg Transmit Msg
Scroll



0. Nejwork Co~ . .

Five construction menus correspond to the five types of objects that can appear in a net-
work: a network, a Subnet, a machine, a backbone, and a link. Each mmu references more
menus, which are called up in the following ways. The Network Menus are called up by clicking
the mouse (left or right)while pointing the mouse at the background. The Sub-Net Menus are
called up by mousing on a Sub-Net Circle. The Machine, Backbone, and Link Menus are called
up by mousing on a corresponding object on the screen. The hierarchy of menus and menu func-
tions follows:

ConstructIon Menus

Nehwtk Meru Sub-Net Menu Mactine Mefw Backbone Mem Link Menu

Add Node Delete Add Link Add Link Label Link
Load Netvvo* Move Add Node Add Ncde
Save Network Pop Sub-Net Clone Machine Delete
View Up Push Sub-Net Delete Move

Rename Move Push Sub-Net
View Down Push Sub-Net Remove Link
Remove Link Rename Rename

Resize

A simple example of the type of graphical representation for a computer network that (he
PROGREP model is capable of analyzing and displaying is presented in the next section. The
displayed network is tailord after the Lntegratd Computer Network (ICN) at Los Alamos National
Laboratory but is by no means an exact duplication.

An example network will be presented that demonstrates the graphical nature and some of th{
security checks and other features that are executed in PROGREP. The example will be given in
three related steps; the first step is associated with interconnecting two stand-alone computers, the
second step is an extension of the first by connecting a computer to one of the two existing com-
puters through a backbone connection, and the third is a further extension of the network topoloky
achieved by adding a new link between two of the three computers.

In the fust step, both stand-alone computerx A and B have been designated as possessing the
following security ieatures and capabilities: identification and authentication, audit trails, access
controls, and both A and B have been designated as having a Multilevel operating mode and
mnning the TCP/lP network communication protocols, The minimum and maximum data classifi-
cation pairs on A and B are (C-NSI, S-NSI) and (S-NS1, S-RD), respectively. Finally, the mini-
mum and mitximum user clearance level pairs on kth A and B are (L, QN). The creation of a
network link between A and B generates the security warning indication of a possible cascade
problem as seen in Fig. 1 &callpi of the discrepancy in data classification Icvels on the computem.

In the second step, a network backbone running TCP/lP communication protocols and
capable of handling a maximum data classification of TS-NSI has been created. When computer C
is connected to the backbone, several warnings are generated (Fig. 2). These resulr from ~he user
designations that have been associated with C. Computer C has been designated as possessing the
following security fectures and capabilities: identification, authentication and audit trails, but not
possessing access controls, internal labeling, and assurance testing fea:ures. Further, C has been
designated as having a Dedicated operating mode with all users having a common need-to-know
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Fig. 2

classifica-and running the CHAOS communications protocols. The minimum and maximum data
tion pair on C is (S-RD, TS-RD). Finally, the minimum and maximum user clearance level pair on
C is IQS, QS).

Finally, in the third step, the creation of a network link between computers B and C generates
the security infractions that are a result of the particular user designations. Figure 3 lists these
infractions and displays the user explanation input capability.
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This example presents a brief and partial list of the types of response that an analyst would
receive from PROGREP when configuring an actual or proposed network.

VI. , u~

The PROGREP mdel reseamh has provided great insight into approaching the modeling of
gmph structures in general and computer networks in particular. It enables the display of the com-
ponents and the links of a graph structure. ‘f’he PROGREP model was designed to quickly and
efficiently represent network component~, interconnections, and intenelationships. The main fea-
mres of the PROGREP model are the flexibility of intelligent and graphical interfaces. The intelli-
gent interface aids the user in the dynamic network creation by providing logical control of the
specification of the computer characteristics, parameters, properties, and security factors through
the use of text and graphics. The graphical interface allows the user to display the topology of the
conflgu.red network and analyze its security.

Several approaches are taken to answer network security issues. The first approach is the
stand-alone security checks and &ta capmre. These secw ity checks ensure compliance with plicy
concerning the use of various opxating modes and the necessary hardware and software functions
associated with particular EPL levels. The second approach is the systems perspective relative to
network interconnection security checks and data capture. These security checks ensure the dfita
transfer compatibility over a link, the operating mode compatibility between components, the indi-
cation of the creation of a multilevel system, and the indication of a possible cascade problem
between components. 1[ also supports tie investigation of information flow problems and con-
straints through the message transmission capabilities of PR(XiREP. The combination of all these
security checks is essentially equivalent to those required in DOE Order 5637.1 [ 13] and those
describe-d in Part I and Appendices A, B, and section of C of the Trusted Network Interpretation
[17].

A third approach is currently being developed. It incorpormes the integration of network
security services into the existing PROOREP model. These additional features will model the
functionality of the lCN at Los Alamos and will be essentially quivalent to Part 11of all of
Appendix C [17]. Other future work will lx to develop and incorporitte simulation capabilities, to



enhance and expand the existing explanation features of the system, and to continute the network
intrusion detection research that has been initiated. Currently, collaborative effom between Los
Alamos artd the University of New Mexico has resulted in the prototype network level monitor
[18]. We believe that these enhancements will provide the ability to address most network security
and inforrnmion flow problems.
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